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Abstract

DARPA Inf ormation Survivability Conferenceand Exposition II (DISCEX 2001)

Someapplicationscan be given increasedresistance
to maliciousattack eventhoughthe environmentin which
they run is untrustworthy. We call any such application
“defense-enabled”.Thispaperexplainsthe principlesbe-
hind defenseenablingandtheassumptionson which it de-
pends.

1 Intr oduction

Ideally, one defendsa computersystemagainstmali-
ciousattackby identifying, in a securitypolicy, what one
wantsto protectandthenby implementingthat protection
in hardwareandsoftware. The implementationis calleda
trustedcomputingbase(TCB) [12]. TheTCB is trustednot
to violatethesecuritypolicy itself1, and,in mostsystems,it
is alsotrustedto preventother, possiblymalicious,software
from violating thepolicy. In a distributedsystem,theTCB
usuallyincludeskey partsof theoperatingsystemsthatrun
on network hostsandof thenetwork communicationpaths
betweenthesehosts.

In practice,many computersystemstodayhave no such
trustedcomputingbase. Many othershave a designfor a
TCB but its implementationis seriouslyflawed. Thereare
severalreasonsfor this situation:

� It is hard to keepthe TCB for a complicatedsystem
simpleenoughto warranttrust.

� It is hardto modify the TCB while maintainingtrust,
becauseevensimplechangesto theTCB canhaveun-
foreseeneffectsthatundermineits protection.

� It is hard to redesignan existing systemto createa
TCB if nonewasplannedfor originally.

1Technicallyspeaking,theTCB is trustedto violatethesecuritypolicy
solongastheeffectof thatviolationis notequivalentto allowing non-TCB
softwareto violatethepolicy.

In fact,many of theworld’scomputersystemstodayrunop-
eratingsystemsandnetworking softwarethat arefar from
the TCB ideal. Thesesystemsmay lack any securitypol-
icy, canbe damagedusingwell-known attacks,andthere-
fore cannotbe trustedto protectanything. Thesesystems
will continueto be usedbecauseof the many applications
thatdependonthem,but areunlikely to beredesignedto be
moretrustworthy.

Given this situation,onemight ask: “What kind of de-
fenseis possiblefor systemsthatcanbeaccessedby mali-
ciousattackersbut lack trustworthy operatingsystemsand
networking to protectthem?”

In principle,theansweris “None.” A determinedattacker
can, with sufficient work, defeatwhatever flawed protec-
tion is offeredby theoperatingsystemsor networking,thus
gaining privilegesthat can be usedeither to kill the sys-
tem completelyor to corruptit someotherway. Although
onemight try to protectdatausingencryptionanddigital
signaturesthatarecomputationallyinfeasibleto break[10],
whenthatdatais processedby thesystemit will almostcer-
tainly becomevulnerableto anattacker with enoughprivi-
lege. Note thatencrypteddatais worthlessunlessit is de-
cryptedat sometime, andit canbe readat that time by a
privilegedattacker;alsonotethatdigitally signeddatamust
bere-signedwhenit is modified,andanattackerwho gains
the privilegeto re-signdatacanforgenew, corruptdataas
well.

In practice,though,an attacker may not have the skill,
perseverance,preparation,or time neededto carry out the
attacksthatarepossiblein the worst case.Someattackers
rely on prepackagedattack“scripts” and do not have the
skill to repairthescriptsif they fail. An attackerwhomeets
unexpectedobstaclesmaylook elsewherefor easiertargets
ratherthanperseverein an attack. An attacker who is not
preparedin advanceto circumvent the protectionin a spe-
cific systemwill bemorelikely to triggerintrusiondetection
alarms[4]. In any case,themoretimeanattacker takes,the
morevulnerableheis to beingdetectedandstoppedby sys-
temadministrators.



In summary, systemprotectionis notperfect,but attacks
andattackersaren’t either.

This paper makes a distinction between protection,
whichseeksto preventtheattacker from gainingprivileges,
and defense, which includesprotectionbut also seeksto
frustrateanattacker in caseprotectionfailsandtheattacker
gainssomeprivilegesanyway. Protectionmechanismsare
staticandproactive; defensemechanismsenhancethepro-
tectionmechanismswith a dynamicstrategy for reactingto
a partially successfulattack. Both protectionanddefense
aim to keepa systemfunctioning,but protectiontendsto
beall-or-nothing,eitherit worksor it doesn’t, whereasde-
fensecanchoosefrom amonga rangeof responses,some
moreappropriateandcost-effective thanothers.

2 DefendingCritical Applications

Thegoalof defenseis thecorrectfunctioningof oneor
morecritical applications. Theseapplicationsare critical
in thesensethat thefunctionsthey implementarethemain
purposeof the computersystemon which they run. De-
fendingotherapplicationsin the sameenvironmentis not
a primary goal. Neither is defendingthe application’s en-
vironmentitself, e.g., the operatingsystemsandnetworks
that supportthe critical applications.Defendingthe envi-
ronmentis importantonly so far as it helpsto defendthe
critical applicationsthemselves.

We say that an applicationthat doesnot function cor-
rectly is corrupt. A corruptapplicationmight deliver bad
serviceor it might fail to deliver serviceat all. Thegoalof
defense,then,is to preventor significantlydelaycorruption
of critical applications.

An application can become corrupt due to various
causes:

� eitherbecauseof anaccident,suchasa hardwarefail-
ure,or becauseof malice;

� either becauseflaws in its environmentcausea loss
of protectionthat allows it to be damagedor because
flawsin its own implementationcauseit to misbehave.

The main concernof this paperis corruptionthat results
from a maliciousattackexploiting flaws in anapplication’s
environment.We assumethat this is by far themostlikely
causeof corruptionandsotheothercauseswill beneglected
in this paper. Thisassumptionis reasonablebecause:

� Maliciousattacks,which aredirectedandintentional,
arefarmoreeffectivein corruptinganapplicationthan
accidents,which happenrandomly.

� Flaws in theapplication’s implementationcanbecor-
rectedmoreeasilythanflaws in theapplication’senvi-
ronment,andthelatterarelikely to bebetterknown to
attackersandexploitedby them.

Note thatwe areassumingwe canmodify or extendthe
designandimplementationof thecritical applications.This
is in sharpcontrastwith the designandimplementationof
theenvironment,whichweassumeis almostcompletelybe-
yondourcontrol. In otherwords,wemustlivewith flawsin
theenvironmentbut, becauseour goal is defendingcritical
applications,wewill expendtheeffort to make thoseappli-
cationsmuchmoretrustworthy thanthe operatingsystems
andnetworkson which they depend.

We saythat an applicationis defense-enabledif mech-
anismsarein placeto causemostattackersto take signifi-
cantly longerto corruptit thanwould benecessarywithout
themechanisms.In otherwords,anattacker mustnot only
defeatprotectionmechanismsin the environment,hemust
spendadditionaltimedefeatingdefensemechanismsadded
to theapplication.

The central factor in both attackand defenseis privi-
lege. An attacksucceedswhentheattackergainsprivileges
thatallow him to corruptsomecritical application.Defense
enabling,therefore,mustsucceedeitherby keepingtheat-
tacker from gainingsuchprivilegesor by keepinghim from
usingthoseprivilegeseffectively. Defenseenabling,there-
fore,canbedividedinto two complementarygoals:

1. Theattacker’sacquisitionof privilegesmustbeslowed
down. How this canbedoneis thetopic of section3.

2. Thedefensemustrespondandadaptto theprivileged
attacker’s abuseof resources.Mechanismsfor doing
this arethetopic of section4.

Both goalsareimportant. The first onemakesthe protec-
tion in the application’s environmentlast longer. The sec-
ondonemakestheattackerwork harderto usenewly-gained
privilegesto corruptacritical application.Becausewehave
assumedthat a determinedattacker cannotbe delayedin-
definitely, bothgoalsareneededfor defense.

Defenseenablingis organizedaroundtheapplicationto
be defendedratherthanaroundthe operatingsystemsand
networks that supportit. This follows simply becausethe
applicationcanbe modifiedwhereasthe environment,for
the most part, cannot. Section4 explains that many de-
fensemechanismswill tend to be placedinto middleware
[1], which is not partof theenvironment(in thetraditional
sensewe have definedit here)but is still separatefrom the
application’s functionality. This separationkeepsthe de-
fensemechanismsfrom complicatingeachapplication’sde-
signandallows for easyreusein multiple applications.

3 Slowing the Acquisition of Privilege

Defenseenablingdependsonslowing thespreadof priv-
ilegeto attackers.To seethis,notethatif privilegescouldbe
gotteninstantly, theattackercouldimmediatelygraball the



privilegesneededto stopall applicationprocessingandthus
to deny all service. No defensewould be possibleagainst
thisunlimitedattack.

To helpslow thespreadof privilege,we divide the sys-
teminto severalsecuritydomains, eachwith its own setof
privileges. The intent is to force the attacker to take more
time accumulatingtheprivilegesneededto corrupttheap-
plications.Thiswill betrueif:

� Eachcritical applicationhaspartsthatareintelligently
distributed acrossmany domainsso that privilege in
a setof several domainsis neededto corrupt it. This
distributionof partswill bediscussedin section4.

� The attacker cannot accumulateprivileges concur-
rently in any suchsetof domains.This constraintwill
bediscussedlaterin this section.

A securitydomainmaybe a network host,a LAN con-
sisting of several hosts,a router, or someother structure.
Thedomainsarechosenandconfiguredto makebestuseof
theexistingprotectionin theenvironmentto limit thespread
of privilege.Thedomainsmustnotoverlap;for example,if
thedomainsaresetsof hoststheneachhostis in exactlyone
domain.

Eachsecuritydomainmayoffer many differentkindsof
privilege. The following hierarchyis a minimal setthat is
typical in many domains:

� anonymous user pri vilege: allows interactionwith
servers in a securitydomainonly via network proto-
colssuchasHTTP thatdo not requiretheclient to be
identified;

� domain user pri vilege: allows accessonly to a well-
definedsetof dataandprocessesin oneparticularse-
curity domain(e.g.,the usermust“log in” to get this
access);

� domain administrator pri vilege: allows readingand
writing of any dataandstartingandstoppingany pro-
cessingin oneparticularsecuritydomain(e.g.,“root”
privilegeon Unix hosts).

This hierarchy is listed in order of increasingprivilege.
Eachof theseprivilegessubsumesall thepreviousones.

To increasetheprotectionof critical applicationswecre-
atea new kind of privilegein eachdomain:

� application-level pri vilege: allows interactionwith
a defense-enabledapplicationusing application-level
protocols(e.g. CORBA calls that query the applica-
tion or issuecommands).

An attacker with application-level privilege would find it
easyto control,andthuscorrupt,anapplication,sodefense

enablingmustmake it hardfor anattacker to getthis privi-
lege.

Application-level privilege is a key part of defenseen-
abling. It differs from otherkindsof privilegein that (a) it
is not partof the environmentbut is createdspecificallyto
defendan application(b) it usescryptographictechniques
(which will bedescribedlater) (c) it doesnot subsumeany
of the otherkinds of privilege and it is not not subsumed
by any of them. In particular, gainingdomainadministra-
tor (“root”) privilege doesnot guaranteeapplication-level
privilege;thiswill beexplainedshortly.

A maliciousintruderwill attacka critical applicationby
collectingtheprivilegesneededto damageits integrity or to
stopit from providing service. Using the setof privileges
just listed,therearethreewaysfor anattacker to gainnew
privileges:

1. by converting domain or anonymous user privilege
into domain administratorprivilege (e.g., exploiting
bugsin trustedservices,suchassendmail, thathave
domainadministratorprivilegealready);

2. by converting domainadministratorprivilege in one
domaininto domainadministratorprivilegein another
(e.g.,using“root” in onedomainto log in as“root” in
another);

3. by converting domain administrator privilege into
application-level privilege(e.g.,using“root” privilege
to invokeunauthorizedapplicationcommands).

Theattacker mustbesloweddown or preventedfrom gain-
ing new privilegesin eachof theseways. How to do this
will dependon the natureof the domainsandthereforeno
generally-applicablerulescanbegiven.However, thecom-
mon caseat issuetoday is securitydomainsthat are sets
of network hosts.The following discussionappliesto that
case.

First, the attacker will try to convert domainor anony-
moususerprivilegeinto domainadministratorprivilegeby
exploiting operatingsystemsecurityflaws. As explainedin
section1, we assumethis will alwaysbepossible.We also
assumethat it takessometime, possiblyonly a matterof
minutes,but it is not instantaneous.The time it takescan
be maximizedby configurationof hostsandfirewalls, for
example,by applying the latestoperatingsystempatches,
disablingor blocking unnecessarynetwork protocols,and
makingthepasswordfile unreadable.

Second,the attacker can be preventedby proper host
configurationfrom convertingadministratorprivilegein one
domaininto administratorprivilege in another. For exam-
ple,hostsin differentdomainsmustnot respecteachother’s
privileges. This forces the attacker to start from scratch
whentrying to gainprivilegein eachdomain.



Once having becomea domain administrator, the at-
tackercanquickly damageapplicationprocessesin thatdo-
mainsimply by stoppingthem. With this privilege,hecan
bypasstheoperatingsystemaccesscontrolsthatwouldnor-
mally prevent this damage.This damage,though,is con-
tainedbecausethe applicationis distributed acrossmany
securitydomains.

Third, a defense-enabledapplicationmust usecrypto-
graphic techniquesto prevent the attacker from gaining
application-level privilege. An attacker having this privi-
legecando moredamagethana domainadministratorbe-
causedirectattacksontheapplicationcannotbeconfinedto
a singlesecuritydomain. With application-level privilege,
the attacker masqueradesas part of the applicationitself,
bypassingits accesscontrolsandcausingit to behaveincor-
rectly by sendingit boguscommandsanddata,which the
applicationitself propagatesacrosstheboundariesbetween
securitydomains. The following techniquesare therefore
an essentialpart of every defense-enabledcritical applica-
tion:

� noapplicationprocesscanbestartedwithoutauthenti-
cation,e.g.,executablesarestoredon disk encrypted
with passwords known only to authorizedusersand
otherapplicationprocesses;

� all communicationbetweenapplicationprocessesis
digitally signedwith privatekeys known only to the
applicationitself and communicationusessequence
numbersto preventreplay.

Using thesetechniqueswill make it hard for an attacker,
evenonewith domainadministratorprivilege,to masquer-
adeaspart of the application.Assumingthe encryptionis
unbreakable,the attacker will be unableto corrupt the ap-
plicationprocess’codeondisk. Assumingthedigital signa-
turesareunbreakable,theattackerwill beunableto disrupt
communication.

In principle, a domain administrator can gain
application-level privilege with enougheffort. For ex-
ample, the administratorcan read the core image of a
runningprocess,modify it to changetheprocess’behavior,
or searchit to find the privatekeys usedfor digital signa-
tures. This attackcould be madeharderwith techniques
for concealingor randomizingthe location of data, e.g.,
passwords,within a coreimage,but the attackwould still
bepossible.To counterthis attackdirectly, theapplication
mustbe madeto confineapplication-level privilege, most
likely using“Byzantine” fault tolerancetechniques[2]. In
practice,though,the effort neededfor this kind of attack
is likely to be muchgreaterthanthe effort neededsimply
to kill all applicationprocessesin thedomain,followedby
attackson otherdomains.

Finally, theattackermustnotbeableto gatherprivileges
in many domainsconcurrently. This constraintmeansthat

anattackon anapplicationin many domainscannotgo just
asfastasanattackononedomain.

An attackthatproceedssequentially, ratherthanconcur-
rently, is calleda staged attack;defenseenablingrelieson
the attacker using only stagedattacks. We can either as-
sumethatstagedattacksarenecessaryor try to make them
so. As a practicalmatter, mostattackerswill gatherprivi-
legessequentiallyasthey explorea system’s infrastructure,
so stagingmay be a reasonableassumption.On the other
hand,someattackscanbeautomatedandcarriedout many
timesin parallel,in whichcasestagingmustbeenforced.

Oneway to forceanattacker to usea stagedattackis by
restrictingall network communicationto belocal, i.e.,each
hostcancommunicateonly with its nearestneighborsand
any networking protocolsthat allow communicationwith
moredistanthostsaredisabled.As an exampleof how to
dothis,assuminganetwork of hostsequippedwith standard
Internetprotocols[11]:

� Usea network infrastructureconsistingof LANs con-
nectedby hostsactingasrouters.

� DisableIP forwardingin all hostroutingtables.

Thispreventsanattacker from directlygainingprivilegeon
an arbitraryhost: he mustfirst gain domainadministrator
privilegeon neighboringhosts,re-enableIP forwardingon
them,thenattackneighborsof thosehosts,etc. Thussome
stepsin theattackareforcedto bedonein sequence,not in
parallel.

Unfortunately, disablingIP forwardingwill notonly im-
pedetheattacker, it makesbuilding adistributedapplication
harder. So,onemustadditionallycreatetheeffectof IP for-
wardingwithin eachapplication,ratherthanrelying on an
infrastructurethatimplementsInternetprotocols:

� Replicateeachapplicationserviceon eachhostused
for routing andmulticastevery servicerequestby re-
peatingit to replicason neighboringhosts.

Having the applicationdo the forwardingof its own com-
municationalsomeansthatthatcommunicationis protected
from anattacker who doesnot have application-level privi-
lege.

This sectionhasshown how defenseenablingmakesan
attacker take longerto collect privileges. The next section
showshow thisextra timecanbeusedfor defense.

4 Competing for Control of Resources

The traditionalapproachto computersecuritytreatsthe
attackeranddefenderasymmetrically:thedefenderhasdo-
mainadministratorprivilege,theattackerdoesnot. Thede-
fenderis giventhatprivilegeinitially andusesthatprivilege
to setup staticprotectionboth for critical applicationsand



to maintaintheasymmetry, i.e., theattackermustneverget
domainadministratorprivilegefor himself.

In contrast,defenseenablingassumesthe attacker will
eventuallygaindomainadministratorprivilegein somese-
curity domains,andin thosedomainsthe attacker andde-
fenderwill be in symmetricalpositions. What then? Sec-
tion 3 showed how the defendercansetup a new kind of
privilege at the applicationlevel and try to protect it us-
ing cryptography. But the defendercan also usedomain
administratorprivilege to contestthe attacker’s control of
domains.This sectiondiscussesmechanismsto usein that
competitionfor resources.

Defenseenablingincludesthefollowing tasks:

� replicating: Creatingmultiplesecuritydomainsis not
by itself sufficient to force theattacker to spendmore
time collectingprivileges:if somedomainwerea sin-
gle point of failure for the application, the attacker
would needonly to gain domainadministratorpriv-
ilege in that domain and kill application processes
there. Clearly the applicationmustbe distributedre-
dundantlyacrossthedomains.

Thesimplestsolutionis to replicateeveryessentialpart
of theapplicationandplacethereplicasin differentdo-
mains.Doing this turnstheproblemof defenseinto a
problemof fault tolerance,wherea “f ault” is thecor-
ruptionof asinglereplicaby theattacker. Thereplicas
must be coordinatedto ensurethat, as a group, they
will not be corruptedwhen the attacker succeedsin
corruptingsomeof them. Many protocolsexist for
fault tolerantreplicacoordination[9].

Note that by creatingandenforcingapplication-level
privilege we may be able to simplify the fault tol-
eranceproblemto be solved. If the attacker cannot
gainapplication-level privilegethenapplicationrepli-
caswill, at worst,crashwhencorrupted,andsoit will
notbenecessaryfor theapplicationto usemoreexpen-
siveprotocolsthatprotectagainst“Byzantine”corrup-
tion [2]. On the other hand,if the attacker can gain
application-level privilege,suchprotocolsareneeded.

� monitoring : Intrusion detectionsystems(IDSs) [4]
will bea partof this task,to collectdataat the infras-
tructurelevel aboutpossibleattacks. Data collected
at theapplication’s level is alsodesirable,though,be-
causeit cangiveamorecomprehensiveview of thena-
tureof theattackandmoreinsightinto potentialreme-
dies,andbecauseit is morerelevantto theneedsof the
application.Two kindsof monitoringareimportantat
theapplicationlevel:

1. quality-of-service(QoS):whethertheapplication
is gettingtheQoSit needsfrom its environment
andwhetherit is providing the QoSrequiredby

its users.A decreaseof eitherQoSmeasureis an
indicationof a possibleattack.

2. self-checking:whethertheapplicationcontinues
to satisfyinvariantsspecifiedby its developers.A
violation of suchinvariantsis an indicationthat
theapplicationmaybecorrupt,possiblybecause
the attacker has gainedapplication-level privi-
lege.

� counterattacking: If thesourceof anattackcanbedi-
agnosedwith highconfidence,resourcescanbedenied
to the attacker, for example,by killing the attacker’s
processes,denying theattackerbandwidth,or blocking
communicationfrom hostsrunningcorruptprocesses.

� adapting: If the attacker deniesresourcesto a criti-
calapplication,for exampleby killing applicationpro-
cessesor floodingcommunicationchannels,theappli-
cationmust try to adaptto restorethe QoS it needs.
Thereis a wide variety of possibleadaptations.The
next sectiondescribesa classificationschemefor de-
fensiveadaptationsandgivesseveralexamples.

4.1 ClassifyingDefensiveAdaptation

An application’s defensewill useoneor morekinds of
adaptationto countera particularattack.This sectionclas-
sifies,in severaldimensions,abasicsetof potentialadapta-
tions.

In one dimension,shown vertically in table 1, adapta-
tionsdiffer by thelevel of systemarchitectureatwhich they
work. At the highestlevel, an applicationcan chooseto
changeits own behavior in thefaceof anattack,eitherfind-
ing analternateway to proceedor degradingits serviceex-
pectations.At thenext lower level, theapplicationcanuse
QoS managementsupportto try to make its environment
offer theQoSit needs.At the lowestlevel, theapplication
usesservicesfrom the operatingsystemandnetwork level
to counterthe attack, for exampleby changingdetailsof
how applicationcomponentscommunicate.

In anotherdimension,shown horizontally in table 1,
adaptationsdiffer by how aggressively the attackcan be
countered.At best,theattackcanbedefeated,i.e.,theeffect
of theattackon theapplicationcanbecompletelycanceled.
Secondbest is for the applicationto work aroundthe at-
tack, avoiding its effects. Finally, if the attackcanneither
bedefeatedor avoidedtheapplicationcanmakechangesto
protectagainstsimilarattacksin thefuture.

Although table1 shows at leastonekind of adaptation
for eachof theninepossibleboxes,thesetof adaptationsis
not intendedto becomprehensive: undoubtedlyotherscan
be inventedor would be available with specificoperating
systems.Theremayalsobeotherusefulcategories;for ex-
ample,thetabledoesnot show any “honeypot” defensesin



Defeat Work Around GuardAgainst
Attack Attack FutureAttack

application retry failed redirectreqst; increase
level request degradesrvc self-checking
QoSmgmt reserve CPU, migrate tightencrypto,
level bandwidth replicas accesscontrol
infrastructure block IP changeports, configure
level sources protocols IDSs

Table 1. A classification of defensive adapta-
tions

whichanattacker is luredinto wastingeffort on adecoy. In
spiteof thesecaveats,though,thissetof adaptationmecha-
nismsseemsto offer ausefulvarietyof optionsfor creating
astrategy for respondingto attacks.

A third dimensionfor classifyingadaptationsis accord-
ing to the kinds of attackthey work against. In table 1,
essentiallytwo broadkindsof attackarecountered:

1. direct attacksagainstthe application,for exampleby
disruptingthecommunicationbetweenits parts;

2. indirect attacks, in which resourcesthe application
needsaredenied.

Directattacksarecounteredby themechanismsworking at
the applicationlevel, plus the useof encryption. An indi-
rect attackmight be counteredby any of the mechanisms
in the table but generallylower-level mechanismscan be
morefocused.For example,configuringa firewall to block
packetsfrom aparticularsourceis ahighly focuseddefense,
but onethatneedsdetailedinformationabouttheattackto
have beencollectedfirst. At the QoS level, flooding the
network canbe counteredby bandwidthreservation,over-
consumptionof CPUby schedulingandpriorities,crashing
of a noderunningan applicationcomponentby migrating
the componentelsewhere,andrelatively privilegedopera-
tionscanbedisabledusingaccesscontrol if thereis a high
risk thatthey mightbeusedmaliciously.

A fourthdimensionfor classifyingdefensesis whethera
mechanismcanbe usedfor protectionfrom attackaswell
asfor responseto attack,or just for responsealone.Mecha-
nismsin thetable’s right-handcolumn,plusCPUandband-
width reservation,canbeusedfor protection.Why not al-
waysturnthesestrategies“on” for bestprotection?Because
someof thesedefenses,e.g.,an IDS configuredto bevery
sensitive to attacks,havesignificantcostsandsoneedto be
usedsparingly, andothers,suchasdisablinghighly privi-
legedoperations,impedethenormalfunctioningof thesys-
temandsoshouldbeusedonly whennecessary.

Incorporatingmany or all of theseadaptationmecha-
nismsinto a singleapplicationcangreatlycomplicatethe
application’sdesign.Fortunately, everyoneof thesemecha-

nismsisorthogonalto anapplication’sfunctionality, i.e.,the
applicationshouldcomputethe sameresultsregardlessof
whetheror how many defenseadaptationshave beenused.
In otherwords,everyoneof theseadaptationschangeshow
an applicationcomputesits results,not what resultsare
computed.Thisorthogonalityallowsthedesignof defenses
to beseparatedfrom thedesignof functionality.

It is naturalto separatethe designof functionality from
thedesignof defensesby puttingthelatterinto middleware
[1]. Thefunctionalitycanbedesignedfirst, thena strategy
for defensive adaptationaddedlater. Ideally, thedefensive
strategy and the mechanismsit useswould be reusablein
many different applications,but this is not always possi-
ble. For example,accesscontrolsarespecificto anapplica-
tion,andself-checkingof applicationinvariantswill depend
on application-specificdatastructures.Thesemechanisms
seemto be exceptions,though: mostof the othermecha-
nismsin table1 arereusableacrossapplications.

5 RelatedWork

We are implementingtechnologyfor defenseenabling
underthe DARPA project titled “Applicationsthat Partic-
ipatein their Own Defense”(APOD). This technologyin-
cludesmostof thedefensemechanismsdescribedin section
4.1.Our implementationincludesboth

� specificexamplesof defense-enabledapplications,and

� atoolkit for configuringanapplicationandits environ-
mentto implementa chosendefensestrategy.

The defensestrategies have beenimplementedusing the
QuOadaptivemiddleware[6]. Our implementationwill be
discussedin a companionpaper[7].

The“Intrusion Toleranceby UnpredictableAdaptation”
(ITUA) project[3], alsobeingconductedatBBN Technolo-
gies,is exploring two questionsaboutdefenseenabling:

1. What value doesunpredictabilityadd to a defensive
strategy?

2. How must a defensive strategy changeto handleat-
tackersthatcangainapplication-level privilege?

MAFTIA [8] is an ESPRITprojectdevelopingan open
architecturefor transactionaloperationson the Internet.
MAFTIA modelsa successfulattackon a securitydomain,
leading to corruption of processesin that domain, as a
“f ault”; the architecturethen exploits approachesto fault
tolerancethatapplywhetherthefaultshaveanaccidentalor
maliciouscause.The MAFTIA architectureappearsto be
anexampleof defenseenabling.



Other projects have similar goals. The “Survivabil-
ity Architectures”[5] project aims to separatesurvivabil-
ity requirementsfrom an application’s functional require-
ments.“An Aspect-OrientedSecurityAssuranceSolution”
is aDARPA-fundedprojectatCigital Labsthatusesaspect-
orientedprogrammingto implementsecurity-relatedcode
transformationson anapplicationprogram.
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7 Conclusion

Defenseenabling can increasean application’s resis-
tanceto maliciousattackin anenvironmentthatoffersonly
flawedprotection.This increasedresistancemeansthatan
attacker must work harderand take more time to corrupt
the application. This, in turn, meansgreatersurvivability
for the applicationon its own andan increasedchancefor
systemadministratorsto detectandthwart theattackbefore
it succeeds.

This paperanalyzeddefenseenablingandidentifiedthe
following askey aspects:

� slowing theacquisitionof privilegeby theattackerby:

– distributing partsof the applicationredundantly
acrossmultiple, independentlyprotected,secu-
rity domains that cannot be attacked concur-
rently;

– usingcryptographicmechanismsto createa new
application-level privilegethat is difficult for the
attacker to gainevenwith “root” privilege.

� respondingto the attacker’s attemptsto control re-
sourcesneededby theapplicationby monitoringQoS
andadaptingto try to restoreit. A varietyof adaptation
mechanismswereclassified.
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