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Abstract

Someapplicationscan be given increasedresistance
to maliciousattadk eventhoughthe ervironmentin which
they run is untrustworthy We call any sud application
“defense-enabled”.This paperexplainsthe principlesbe-
hind defenseenablingandthe assumption®n which it de-
pends.

1 Intr oduction

Ideally, one defendsa computersystemagainstmali-
cious attackby identifying, in a securitypolicy, whatone
wantsto protectandthenby implementingthat protection
in hardwareand software. The implementationis calleda
trustedcomputingbase(TCB) [12]. TheTCB is trustednot
to violatethe securitypolicy itselfl, and,in mostsystemsit
is alsotrustedto preventother, possiblymalicious,software
from violating the policy. In adistributedsystemthe TCB
usuallyincludeskey partsof the operatingsystemghatrun
on network hostsand of the network communicatiorpaths
betweerthesehosts.

In practice,mary computersystemgodayhave no such
trustedcomputingbase. Many othershave a designfor a
TCB but its implementatioris seriouslyflawed. Thereare
severalreasondor this situation:

e |t is hardto keepthe TCB for a complicatedsystem
simpleenoughto warranttrust.

e |t is hardto modify the TCB while maintainingtrust,
becausevensimplechangedo the TCB canhave un-
foreseereffectsthatundermindts protection.

e It is hardto redesignan existing systemto createa
TCB if nonewasplannedfor originally.

1Technicallyspeakingthe TCB is trustedto violate the securitypolicy
solongastheeffectof thatviolationis notequialentto allowing non-TCB
softwareto violatethe policy.

In fact,mary of theworld’'scomputeisystemsodayrunop-
eratingsystemsand networking softwarethat arefar from
the TCB ideal. Thesesystemamay lack ary securitypol-
icy, canbe damagedusing well-known attacks,andthere-
fore cannotbe trustedto protectanything. Thesesystems
will continueto be usedbecausef the mary applications
thatdependnthem,but areunlikely to beredesignedo be
moretrustworthy.

Given this situation,one might ask: “What kind of de-
fenseis possiblefor systemghatcanbe accessetby mali-
ciousattaclershbut lack trustworthy operatingsystemsand
networking to protectthem?”

In principle,theansweiis “None!” A determinedhttacler
can, with sufficient work, defeatwhatever flawed protec-
tion is offeredby the operatingsystemsr networking, thus
gaining privilegesthat can be usedeitherto kill the sys-
tem completelyor to corruptit someotherway. Although
onemight try to protectdatausing encryptionand digital
signatureshatarecomputationallyinfeasibleto break[10],
whenthatdatais processedy the systemit will almostcer
tainly becomevulnerableto anattacler with enoughprivi-
lege. Note thatencrypteddatais worthlessunlessit is de-
cryptedat sometime, andit canbe readat thattime by a
privilegedattacler; alsonotethatdigitally signeddatamust
bere-signedvhenit is modified,andanattaclerwho gains
the privilege to re-signdatacanforge new, corruptdataas
well.

In practice,though,an attacler may not have the skill,
perseerance preparationor time neededo carry out the
attacksthatare possiblein the worst case. Someattaclers
rely on prepackagedttack “scripts” and do not have the
skill to repairthe scriptsif they fail. An attaclerwho meets
unexpectedobstaclesnaylook elsavherefor easierntargets
ratherthanperseerein an attack. An attacler who is not
preparedn advanceto circumventthe protectionin a spe-
cific systemwill bemorelikelyto triggerintrusiondetection
alarmg[4]. In ary casethemoretime anattaclertakes,the
morevulnerableheis to beingdetectecandstoppedy sys-
temadministrators.
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In summarysystemprotectionis not perfect,but attacks
andattaclersarent either

This paper makes a distinction between protection
which seekgo preventthe attacler from gainingprivileges,
and defense which includes protectionbut also seeksto
frustrateanattaclerin caseprotectionfails andtheattacler
gainssomeprivilegesarnyway. Protectionmechanismsre
staticand proactie; defensemechanism&nhancehe pro-
tectionmechanismsvith a dynamicstrateyy for reactingto
a partially successfubttack. Both protectionand defense
aim to keepa systemfunctioning, but protectiontendsto
be all-or-nothing, eitherit worksor it doesnt, whereage-
fensecan choosefrom amonga rangeof responsessome
moreappropriateandcost-efective thanothers.

2 DefendingCritical Applications

The goal of defensds the correctfunctioningof oneor
more critical applications. Theseapplicationsare critical
in the sensehatthe functionsthey implementarethe main
purposeof the computersystemon which they run. De-
fending otherapplicationsin the sameenvironmentis not
a primary goal. Neitheris defendingthe applications en-
vironmentitself, e.g., the operatingsystemsand networks
that supportthe critical applications. Defendingthe erwvi-
ronmentis importantonly so far asit helpsto defendthe
critical applicationghemseles.

We say that an applicationthat doesnot function cor-
rectly is corrupt A corruptapplicationmight deliver bad
serviceor it mightfail to deliver serviceat all. Thegoal of
defensethen,is to preventor significantlydelaycorruption
of critical applications.

An application can become corrupt due to various
causes:

e eitherbecaus®f anaccidentsuchasa hardwarefail-
ure,or becausef malice;

e either becausdlaws in its ervironmentcausea loss
of protectionthatallows it to be damagedr because
flawsin its own implementatiorcauset to misbehae.

The main concernof this paperis corruptionthat results
from amaliciousattackexploiting flaws in anapplications
ervironment. We assumehatthis is by far the mostlikely
causef corruptionandsotheothercausesvill beneglected
in this paper This assumptions reasonabl®ecause:

e Malicious attackswhich aredirectedandintentional,
arefarmoreeffectivein corruptinganapplicationthan
accidentswhich happerrandomly

e Flawsin the applications implementatiorcanbe cor-
rectedmoreeasilythanflawsin theapplications ervi-
ronment,andthelatterarelikely to bebetterknown to
attaclersandexploited by them.

Note thatwe areassumingve canmodify or extendthe
designandimplementatiorof thecritical applications.This
is in sharpcontrastwith the designandimplementatiorof
theernvironmentwhichwe assumés almostcompletelybe-
yondour control. In otherwords,we mustlive with flawsin
the ervironmentbut, becauseur goalis defendingcritical
applicationswe will expendthe effort to make thoseappli-
cationsmuchmoretrustworthy thanthe operatingsystems
andnetworks on which they depend.

We saythat an applicationis defense-enableil mech-
anismsarein placeto causemostattaclersto take signifi-
cantlylongerto corruptit thanwould be necessarwithout
the mechanismsin otherwords,an attacler mustnot only
defeatprotectionmechanismsén the ervironment,he must
spendadditionaltime defeatingdefensenechanismadded
to theapplication.

The centralfactorin both attackand defenseis privi-
lege. An attacksucceedsvhenthe attacler gainsprivileges
thatallow him to corruptsomecritical application.Defense
enabling,therefore mustsucceeckitherby keepingthe at-
tacker from gainingsuchprivilegesor by keepinghim from
usingthoseprivilegeseffectively. Defenseenabling,there-
fore, canbedividedinto two complementargoals:

1. Theattacler'sacquisitionof privilegesmustbeslowed
down. How this canbe doneis thetopic of section3.

2. The defensemustrespondandadaptto the privileged
attacler's aluseof resources.Mechanismdor doing
this arethetopic of sectiond.

Both goalsareimportant. The first one makesthe protec-
tion in the applications ervironmentlastlonger The sec-
ondonemakestheattaclerwork harderto usenewly-gained
privilegesto corrupta critical application.Becauseave have
assumedhat a determinedattacler cannotbe delayedin-
definitely, bothgoalsareneededor defense.
Defenseenablingis organizedaroundthe applicationto
be defendedratherthanaroundthe operatingsystemsand
networks that supportit. This follows simply becauseahe
applicationcan be modified whereagthe ervironment, for
the most part, cannot. Section4 explains that mary de-
fensemechanismswill tendto be placedinto middlevare
[1], which s not partof the ervironment(in the traditional
sensewne have definedit here)but is still separatérom the
applications functionality. This separatiorkeepsthe de-
fensemechanismf&rom complicatingeachapplicationsde-
signandallows for easyreusein multiple applications.

3 Slowing the Acquisition of Privilege

Defense=nablingdepend®n slowing the spreaddf priv-
ilegeto attaclers.To seethis, notethatif privilegescouldbe
gotteninstantly theattacler couldimmediatelygraball the



privilegesneededo stopall applicationprocessing@ndthus
to dery all service. No defensewould be possibleagainst
this unlimited attack.

To help slow the spreadof privilege, we divide the sys-
teminto several securitydomaing eachwith its own setof
privileges. Theintentis to force the attacler to take more
time accumulatinghe privilegesneededo corruptthe ap-
plications.Thiswill betrueif:

e Eachcritical applicationhaspartsthatareintelligently
distributed acrossmary domainsso that privilege in
a setof severaldomainsis neededo corruptit. This
distribution of partswill bediscussedh section4.

e The attacler cannot accumulateprivileges concur
rently in any suchsetof domains.This constrainwill
bediscussedaterin this section.

A securitydomainmay be a network host,a LAN con-
sisting of several hosts,a router, or someaother structure.
Thedomainsarechoserandconfiguredo make bestuseof
theexisting protectionin theenvironmentto limit thespread
of privilege. Thedomainsmustnot overlap;for example,if
thedomainsaresetsof hoststheneachhostis in exactlyone
domain.

Eachsecuritydomainmay offer mary differentkinds of
privilege. The following hierarchyis a minimal setthatis
typicalin mary domains:

e anonymoususer privilege allows interactionwith
senersin a securitydomainonly via network proto-
colssuchasHTTP thatdo not requirethe clientto be
identified;

e domain user privilege: allows accesnly to a well-
definedsetof dataandprocesse# one particularse-
curity domain(e.g.,the usermust“log in” to getthis
access);

e domain administrator privilege allows readingand
writing of ary dataandstartingandstoppingary pro-
cessingn oneparticularsecuritydomain(e.g.,“root”
privilegeon Unix hosts).

This hierarchyis listed in order of increasingprivilege.
Eachof theseprivilegessubsumesill the previousones.

To increasehe protectionof critical applicationswve cre-
atea new kind of privilegein eachdomain:

e application-level privilege allows interactionwith
a defense-enabledpplicationusing application-leel
protocols(e.g. CORBA calls that querythe applica-
tion or issuecommands).

An attacler with application-leel privilege would find it
easyto control,andthuscorrupt,anapplication,sodefense

enablingmustmale it hardfor anattaclerto getthis privi-
lege.

Application-level privilege is a key part of defenseen-
abling. It differsfrom otherkinds of privilegein that(a) it
is not part of the ervironmentbut is createdspecificallyto
defendan application(b) it usescryptographictechniques
(whichwill bedescribedater)(c) it doesnot subsumeary
of the otherkinds of privilege andit is not not subsumed
by ary of them. In particular gainingdomainadministra-
tor (“root”) privilege doesnot guaranteeapplication-leel
privilege;thiswill beexplainedshortly.

A maliciousintruderwill attacka critical applicationby
collectingtheprivilegesneededo damagets integrity or to
stopit from providing service. Using the setof privileges
justlisted, therearethreewaysfor anattacler to gain new
privileges:

1. by corverting domain or anorymous user privilege
into domain administratorprivilege (e.g., exploiting
bugsin trustedservicessuchassendnai | , thathave
domainadministratoprivilege already);

2. by corverting domainadministratorprivilege in one
domaininto domainadministratoiprivilegein another
(e.g.,using“root” in onedomainto log in as“root” in
another);

3. by corverting domain administrator privilege into
application-level privilege (e.g.,using“root” privilege
to invoke unauthorizedpplicationcommands).

The attacler mustbe sloved down or preventedfrom gain-
ing new privilegesin eachof theseways. How to do this
will dependon the natureof the domainsandthereforeno
generally-applicableulescanbegiven. However, thecom-
mon caseat issuetoday is securitydomainsthat are sets
of network hosts. The following discussiorappliesto that
case.

First, the attacler will try to corvert domainor anory-
moususerprivilegeinto domainadministratomprivilege by
exploiting operatingsystemsecurityflaws. As explainedin
sectionl, we assumehis will alwaysbe possible.We also
assumehatit takes sometime, possiblyonly a matterof
minutes,but it is not instantaneousThetime it takescan
be maximizedby configurationof hostsand firewalls, for
example,by applyingthe latestoperatingsystempatches,
disablingor blocking unnecessaryetwork protocols,and
makingthe password file unreadable.

Second,the attacler can be preventedby proper host
configuratiorfrom corvertingadministratoprivilegein one
domaininto administratorprivilegein another For exam-
ple, hostsin differentdomainamustnotrespeceachother’s
privileges. This forcesthe attacler to startfrom scratch
whentrying to gainprivilegein eachdomain.



Once having becomea domain administrator the at-
tacker canquickly damageapplicationprocesse thatdo-
main simply by stoppingthem. With this privilege, he can
bypasghe operatingsystemaccesgontrolsthatwould nor-
mally preventthis damage. This damagethough,is con-
tained becausehe applicationis distributed acrossmary
securitydomains.

Third, a defense-enabledpplicationmust use crypto-
graphic techniquesto prevent the attacler from gaining
application-leel privilege. An attacler having this privi-
lege cando moredamagethana domainadministratoibe-
causdlirectattacksontheapplicationcannotbe confinedto
a single securitydomain. With application-leel privilege,
the attacler masqueradeas part of the applicationitself,
bypassingts accesgontrolsandcausingt to behaeincor-
rectly by sendingit boguscommandsand data,which the
applicationitself propagateacrosshe boundariedbetween
securitydomains. The following techniquesare therefore
an essentiapart of every defense-enabledritical applica-
tion:

e noapplicationprocessanbe startedwithoutauthenti-
cation, e.g., executablesare storedon disk encrypted
with passverds known only to authorizedusersand
otherapplicationprocesses;

e all communicationbetweenapplication processess
digitally signedwith private keys known only to the
applicationitself and communicationusessequence
numberdo preventreplay

Using thesetechniqueswill make it hard for an attacler,
evenonewith domainadministratomprivilege,to masquer
adeaspart of the application. Assumingthe encryptionis
unbreakablethe attacler will be unableto corruptthe ap-
plicationprocesstodeondisk. Assumingthedigital signha-
turesareunbreakablethe attacler will be unableto disrupt
communication.

In principle, a domain administrator can gain
application-leel privilege with enougheffort. For ex-
ample, the administratorcan read the core image of a
runningprocessmodify it to changehe processbehaior,
or searchit to find the private keys usedfor digital signa-
tures. This attack could be madeharderwith techniques
for concealingor randomizingthe location of data, e.g.,
passwords, within a coreimage, but the attackwould still
be possible.To counterthis attackdirectly, the application
mustbe madeto confineapplication-leel privilege, most
likely using“Byzantine” fault tolerancetechniqueg2]. In
practice,though,the effort neededfor this kind of attack
is likely to be muchgreaterthanthe effort neededsimply
to kill all applicationprocessei the domain,followedby
attackson otherdomains.

Finally, theattacler mustnotbeableto gathemrivileges
in mary domainsconcurrently This constraintmeansthat

anattackon anapplicationin mary domainscannotgo just
asfastasanattackon onedomain.

An attackthatproceedsequentiallyratherthanconcur
rently, is calleda staged attack;defenseenablingrelieson
the attacler using only stagedattacks. We can either as-
sumethat stagedattacksarenecessargr try to make them
so. As a practicalmatter mostattaclerswill gatherprivi-
legessequentiallyasthey explorea systems$infrastructure,
so stagingmay be a reasonabl@ssumption.On the other
hand,someattackscanbe automatedcindcarriedout mary
timesin parallel,in which casestagingmustbe enforced.

Oneway to force anattacler to usea stagedattackis by
restrictingall network communicatiorto belocal,i.e.,each
hostcancommunicateonly with its nearesheighborsand
ary networking protocolsthat allow communicationwith
moredistanthostsaredisabled. As an exampleof how to
dothis,assumingnetwork of hostsequippedvith standard
Internetprotocols[11]:

e Usea network infrastructureconsistingof LANs con-
nectedby hostsactingasrouters.

¢ DisablelP forwardingin all hostroutingtables.

This preventsanattacler from directly gainingprivilegeon
an arbitrary host: he mustfirst gain domainadministrator
privilege on neighboringhosts,re-enabldP forwardingon
them,thenattackneighborsof thosehosts,etc. Thussome
stepsin the attackareforcedto be donein sequencenotin
parallel.

Unfortunately disablinglP forwardingwill notonly im-
pedetheattacler, it makesbuilding adistributedapplication
harder So,onemustadditionallycreatethe effect of IP for-
wardingwithin eachapplication,ratherthanrelying on an
infrastructurehatimplementdnternetprotocols:

e Replicateeachapplicationserviceon eachhostused
for routing and multicastevery servicerequesty re-
peatingit to replicason neighboringhosts.

Having the applicationdo the forwardingof its own com-
municationalsomeanghatthatcommunicatioris protected
from anattacler who doesnot have application-leel privi-
lege.

This sectionhasshovn how defensesnablingmakesan
attacler take longerto collect privileges. The next section
shavs how this extra time canbe usedfor defense.

4 Competingfor Control of Resources

The traditionalapproacho computersecuritytreatsthe
attacleranddefendemsymmetricallythe defendethasdo-
mainadministratomprivilege,the attacler doesnot. Thede-
fenderis giventhatprivilegeinitially anduseshatprivilege
to setup staticprotectionboth for critical applicationsand



to maintaintheasymmetryi.e., the attacler mustnever get
domainadministratoprivilegefor himself.

In contrast,defenseenablingassumeshe attacler will
eventuallygain domainadministratomprivilegein somese-
curity domains,andin thosedomainsthe attacler andde-
fenderwill bein symmetricalpositions. Whatthen? Sec-
tion 3 shaved how the defendercansetup a new kind of
privilege at the applicationlevel andtry to protectit us-
ing cryptography But the defendercan also usedomain
administratorprivilege to contestthe attacler’s control of
domains.This sectiondiscussesnechanismso usein that
competitionfor resources.

Defensesnablingincludesthe following tasks:

e replicating: Creatingmultiple securitydomainsis not
by itself sufficient to force the attacler to spendmore
time collectingprivileges:if somedomainwerea sin-
gle point of failure for the application, the attacler
would needonly to gain domainadministratorpriv-
ilege in that domain and kill application processes
there. Clearly the applicationmustbe distributedre-
dundantlyacrosghedomains.

Thesimplestsolutionis to replicatesveryessentiapart
of theapplicationandplacethereplicasin differentdo-
mains. Doing this turnsthe problemof defensanto a
problemof faulttolerancewherea “fault” is the cor-

ruptionof asinglereplicaby theattacler. Thereplicas
must be coordinatedto ensurethat, as a group, they

will not be corruptedwhen the attacler succeedsn

corrupting someof them. Many protocolsexist for

faulttolerantreplicacoordination9].

Note that by creatingand enforcingapplication-leel
privilege we may be able to simplify the fault tol-

eranceproblemto be solved. If the attacler cannot
gainapplication-leel privilege thenapplicationrepli-
caswill, atworst,crashwhencorruptedandsoit will

notbenecessarfor theapplicationto usemoreexpen-
sive protocolsthatprotectagainst'Byzantine” corrup-
tion [2]. On the otherhand,if the attacler cangain
application-level privilege,suchprotocolsareneeded.

e monitoring: Intrusion detectionsystems(IDSs) [4]
will be a partof this task,to collectdataat the infras-
tructurelevel aboutpossibleattacks. Data collected
atthe applications level is alsodesirablethough,be-
causet cangive amorecomprehensieview of thena-
tureof theattackandmoreinsightinto potentialreme-
dies,andbecausd is morerelevantto theneedof the
application.Two kinds of monitoringareimportantat
theapplicationlevel:

1. quality-of-servicgQoS):whetheitheapplication
is gettingthe QoSit needsfrom its ervironment
andwhetherit is providing the QoSrequiredby

its users A decreasef eitherQoSmeasures an
indicationof a possibleattack.

2. self-checkingwhetherthe applicationcontinues
to satisfyinvariantsspecifiedby its developers A
violation of suchinvariantsis anindicationthat
theapplicationmay be corrupt,possiblybecause
the attacler has gained application-lerel privi-
lege.

e counterattacking: If thesourceof anattackcanbedi-
agnoseavith high confidenceresourcesanbedenied
to the attacler, for example, by killing the attacler's
processeglerying theattaclerbandwidth or blocking
communicatiorfrom hostsrunningcorruptprocesses.

e adapting: If the attacler deniesresourcedo a criti-
calapplicationfor exampleby killing applicationpro-
cesse®r floodingcommunicatiorchannelsthe appli-
cation musttry to adaptto restorethe QoSit needs.
Thereis a wide variety of possibleadaptations.The
next sectiondescribesa classificationschemefor de-
fensve adaptationgndgivesseveralexamples.

4.1 Classifying Defensive Adaptation

An applications defensewill useoneor morekinds of
adaptatiorto countera particularattack. This sectionclas-
sifies,in severaldimensionsabasicsetof potentialadapta-
tions.

In one dimension,shawn vertically in table 1, adapta-
tionsdiffer by thelevel of systemarchitectureatwhich they
work. At the highestlevel, an applicationcan chooseto
changets own behavior in thefaceof anattack,eitherfind-
ing analternateway to proceedor degradingits serviceex-
pectations At the next lower level, the applicationcanuse
QoS managemensupportto try to make its ervironment
offer the QoSit needs.At the lowestlevel, the application
usesservicesfrom the operatingsystemandnetwork level
to counterthe attack, for exampleby changingdetails of
how applicationcomponent€ommunicate.

In anotherdimension, shovn horizontally in table 1,
adaptationdiffer by how aggressiely the attack can be
counteredAt besttheattackcanbedefeatedi.e., theeffect
of theattackontheapplicationcanbe completelycanceled.
Secondbestis for the applicationto work aroundthe at-
tack, avoiding its effects. Finally, if the attackcanneither
be defeatedr avoidedthe applicationcanmake changedo
protectagainstsimilar attacksin thefuture.

Although table 1 shaws at leastone kind of adaptation
for eachof the nine possibleboxes,the setof adaptationés
notintendedto be comprehensie: undoubtedlyotherscan
be inventedor would be available with specificoperating
systems.Theremayalsobe otherusefulcateyories;for ex-
amplethetabledoesnot shawv ary “honeypot” defensesn



Defeat Work Around | GuardAgainst

Attack Attack FutureAttack
application retry failed redirectreqst; | increase
level request degradesrvc | self-checking
QoSmgmt resene CPU, | migrate tightencrypto,
level bandwidth replicas accesgontrol
infrastructure| blockIP changeports, | configure
level sources protocols IDSs

Table 1. A classification
tions

of defensive adapta-

which anattacleris luredinto wastingeffort onadecg. In
spiteof thesecaveats though,this setof adaptatiormecha-
nismsseemdo offer ausefulvariety of optionsfor creating
astratgy for respondingo attacks.

A third dimensionfor classifyingadaptationss accord-
ing to the kinds of attackthey work against. In table 1,
essentiallytwo broadkinds of attackarecountered:

1. direct attacksagainstthe application,for exampleby
disruptingthe communicatiorbetweerits parts;

2. indirect attacks,in which resourcesthe application
needsaredenied.

Direct attacksarecounteredy the mechanismsvorking at
the applicationlevel, plus the useof encryption. An indi-
rect attackmight be counteredby ary of the mechanisms
in the table but generallylower-level mechanismsan be
morefocused.For example,configuringa firewall to block
pacletsfrom aparticularsources ahighly focuseddefense,
but onethat needsdetailedinformationaboutthe attackto
have beencollectedfirst. At the QoS level, flooding the
network canbe counteredby bandwidthresenation, over
consumptiorof CPUby schedulingandpriorities, crashing
of a noderunningan applicationcomponenty migrating
the componentlsavhere,andrelatively privileged opera-
tionscanbe disabledusingaccessontrolif thereis a high
risk thatthey mightbe usedmaliciously

A fourth dimensiorfor classifyingdefensess whethera
mechanisntanbe usedfor protectionfrom attackaswell
asfor responsgo attack,or justfor responsealone.Mecha-
nismsin thetable’s right-handcolumn,plusCPUandband-
width resenation, canbe usedfor protection. Why not al-
waysturnthesestratgies“on” for bestprotection”Because
someof thesedefensese.g.,anIDS configuredto be very
sensitve to attacks have significantcostsandsoneedto be
usedsparingly and others,suchasdisablinghighly privi-
legedoperationsimpedethenormalfunctioningof the sys-
temandsoshouldbe usedonly whennecessary

Incorporatingmary or all of theseadaptationmecha-
nismsinto a single applicationcan greatly complicatethe
applicationsdesign.Fortunatelyeveryoneof thesemecha-

nismsis orthogonato anapplicationsfunctionality; i.e., the
applicationshouldcomputethe sameresultsregardlessof
whetheror how mary defenseadaptationdrave beenused.
In otherwords,every oneof theseadaptationghangesiow
an application computesits results, not what resultsare
computed.This orthogonalityallows the designof defenses
to be separatedrom the designof functionality.

It is naturalto separatehe designof functionality from
the designof defensedy puttingthelatterinto middleware
[1]. Thefunctionality canbe designedirst, thena strategyy
for defensve adaptatioraddedater. Ideally, the defensve
stratgy andthe mechanismgt useswould be reusablen
mary differentapplications,but this is not always possi-
ble. For example,accessontrolsarespecificto anapplica-
tion, andself-checkingof applicationinvariantswill depend
on application-specifidatastructures.Thesemechanisms
seemto be exceptions,though: mostof the other mecha-
nismsin tablel1 arereusableacrossapplications.

5 RelatedWork

We are implementingtechnologyfor defenseenabling
underthe DARPA projecttitled “Applicationsthat Partic-
ipatein their Own Defense”(APOD). This technologyin-
cludesmostof thedefensenechanismsgescribedn section
4.1. Ourimplementatiorincludesboth

e specificexamplesof defense-enableapplicationsand

e atoolkit for configuringanapplicationandits environ-
mentto implementa choserdefensestrateyy.

The defensestratgyies have beenimplementedusing the
QuO adaptie middleware[6]. Ourimplementatiorwill be
discussedn a companiorpaper{7].

The“Intrusion Toleranceby UnpredictableAdaptation”
(ITUA) project[3], alsobeingconductecatBBN Technolo-
gies,is exploring two questionsaboutdefensesnabling:

1. What value doesunpredictabilityadd to a defensie
strategy?

2. How musta defensve stratgly changeto handleat-
tackersthatcangainapplication-leel privilege?

MAFTIA [8] is an ESPRITprojectdevelopingan open
architecturefor transactionaloperationson the Internet.
MAFTIA modelsa successfuattackon a securitydomain,
leading to corruption of processesn that domain, as a
“fault”; the architecturethen exploits approacheso fault
tolerancehatapplywhetherthefaultshave anaccidentabr
maliciouscause.The MAFTIA architectureappeargo be
anexampleof defenseenabling.



Other projects have similar goals. The “Survivabil-
ity Architectures”[5] projectaimsto separatesurvivabil-
ity requirementdrom an applications functional require-
ments.“An Aspect-OrientedecurityAssurancesolution”
is a DARPA-fundedprojectat Cigital Labsthatusesaspect-
orientedprogrammingto implementsecurity-relateccode
transformationsn anapplicationprogram.
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7 Conclusion

Defenseenabling can increasean applications resis-
tanceto maliciousattackin anernvironmentthatoffersonly
flawed protection. This increasedesistanceneansthatan
attacler mustwork harderand take more time to corrupt
the application. This, in turn, meansgreatersurvivability
for the applicationon its own andan increasedchancefor
systemadministratorgo detectandthwart the attackbefore
it succeeds.

This paperanalyzeddefensesnablingandidentifiedthe
following askey aspects:

¢ slowing theacquisitionof privilege by the attacler by:

— distributing partsof the applicationredundantly
acrossmultiple, independentlyprotected,secu-
rity domainsthat cannot be attacled concur
rently;

— usingcryptographianechanismso createa new
application-level privilege thatis difficult for the
attaclerto gainevenwith “root” privilege.

e respondingto the attacler's attemptsto control re-
sourcemeededy the applicationby monitoringQoS
andadaptingotry to restordt. A varietyof adaptation
mechanismsvereclassified.
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