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Abstract

We constructa classof securitypoliciesfor multi-level
systems Policies of this classallow somedowngiading of
informationbut limit its bandwidth. A policy that prevents
downgading completelyis a specialinstancewithin this
class. Securityas definedby this classis quantitatve in
the sensedhat deviationsfrom perfectsecuritycan be com-
pared by the degreeto which they deviate It is analytical
or “hook-up security”in the sensethat the degree of secu-
rity or insecurityof a large systentanbe derivedformally
fromthedegreeof securityor insecurityof subsystemgom
which it is composed.

1 Intr oduction

Thetaskof building multi-level securg MLS) computer
systemshasshaown itself to be difficult. Part of the diffi-
culty hascomefrom definitionsof “security” that are not
preciseenoughnotflexible enoughor notgenerakenough,
to be usedasspecificationsagainstwhich real systemscan
be measured.In this paper we attemptto bring security
specificationgloserto the point at which they canbe ap-
plied naturallyandconfidentlyto realsystems.

To begin, we review some previous developmentsof
MLS specifications.The Bell-LaPadulasecuritypolicy[1]
prevented the most direct, Trojan-Horseattacks against
multi-level systems,and shaved the dangerof assuming
thatsecuritywastrivial. Covertchannelsould be handled
within the Bell-LaPadulaframework, but the methodsused
weread hoc
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The Goguen-Mesguersecuritypolicy[2] wasanattempt
to capturetheintuitive ideaof non-interfeence Presenting
requestdy usersat high securitylevels from “interfering”
with the responsegjiven to usersat lower securitylevels
handlesall threatshandledby Bell-LaPadula,andprevents
covert storagechannelsaswell. However, the classof sys-
temscoveredby the Goguen-Mesguerpolicy waslimited;
whetherthepolicy wasalsoad hocwasnot clear

The modelof informationflow proposedoy Sutherland
[7] treatedflows of information as “deducibility”. The
modelwas very general,but could be instantiatedto pro-
ducea multi-level securitypolicy, calleddeducibilitysecu-
rity, similarto Goguen-Mesguer

Hook-up security was introduced by McCullough[4.
While it mayseenwobviousthat“secure”interconnectiorof
“secure”systemswill producea larger systemthatis also
“secure”, McCullough shaved that this dependscrucially
on the definition of securityused. Using the formal defini-
tionsof non-interferencandof deducibilitysecurity thein-
terconnectiorof securesystemsvasat bestill-definedand
wasatworstinsecure McCulloughstrengthenededucibil-
ity securityso thatit becamea composableroperty i.e.,
the interconnectiorof two componentsystemsfor which
thepropertyholdsyieldsalargersystenfor whichtheprop-
erty alsoholds. This propertywas called “restrictiveness”
or “restriction”.

Hook-up securityis useful for shaving, formally, that
large systemsare secure. One neednot apply Goguen-
Mesegueror deducibility securitydirectly to the entiresys-
tem,but mayanalyzehesysteninto componentsandshov
thateachcomponents restrictve. Thetheorenthatrestric-
tion is composableghen senes as the basictool of secu-
rity analysis. In addition, however, mary othertheorems
aboutthe hook-upof systemarepossibleanduseful. Other
composablgroperties relatedto security were found[§.
Othertheoremswere developedto shov that components

with propertiesotherthanrestrictioncanbeinterconnected
to producerestrictve systems[1][6]; thesetheoremsare
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usefulfor analyzingthe securityof systemsn which indi-
vidual partsarenotrestrictve.

Yet a major problemremains:real-world “secure” sys-
temsareoftennotintendecdto be completelysecure!Com-
plete and perfect security often interfereswith the func-
tionality desiredn realsystemsandpracticalitysometimes
rulesout perfectlysecuredesigns.Therefore designerof-
ten preferto approximateperfectsecurity Securityprop-
ertieswhich allow someform of insecurityyet retain lim-
its on what can be deducedby low-level usersaboutthe
behaior of usersat higherlevel have beenproposed:by
Goguen-Mesguer (“conditional-noninterferece™)[2], by
this author in the context of fault tolerance[y and by
others[§,[3]. Theseproposedropertiesll suffer from two
drawbacks:

1. The degreeto which systemsare allowed to be inse-
cureis notquantified.Thus,thereis no formal method
for statingwhethera systemmeetingoneof thesepoli-
ciesis slightly or grosslyinsecure.

2. Evenif informal methodsare usedto shav that var-
ious componentsare only slightly insecure,thereis
no proof that the interconnectiorof slightly insecure
componentsvon'tyield alargersystenthatleaksmas-
sively. In otherwords,atheoryof securityanalysisfor
thesepropertiedoesnot exist.

Thispapeiis afirst attemptataddressingheseproblems.
A classof security policiesis introduced;policies of the
classput quantitatie limits on downgrading,andare also
composableThe classis a generalizatiorof a composable
MLS property flow-securitys], introducedoy McCullough
asavariantof restriction.Section2 discusseflow-security
Section3 givesa formal meaningto the interconnectiorof
systems.Section4 motivatesthe definition of n-limited se-
cure statemachineswhich deviate from perfectsecurityto
a degreeindicatedby the positive integern. Section5 de-
finesn-limited securityprecisely In section6, it is claimed
and arguedinformally that n-limited securityis a kind of
composableproperty Finally, section7 notesthe limita-
tionsof thisresult,andgivesdirectionsfor futureresearch.

2 Multi-le vel Security

The propertyof flow-security is definedfor a particular
classof statemachines.A statemachineof this classis a
6-tuple(X, E, I,0, ®,lvl), where:

e Y is asetof states;
e FE is asetof events;

e [ isasetof inputeventswith I C E;

e O is asetof outputevents,with O C E andwith O
andI disjoint;

e & is aternaryrelationon eventsandorderedpairs of
states;

e [vl is afunctionfrom eventsinto the (fixed) setof pos-
siblesecuritylevels.

At eachmomentof time, the statemachineexistsin ex-
actly onestatefromtheset¥. It progressethroughtime by
engagingsequentiallyin eventsfrom the set E. Whenthe
machines in thestates,;4, theevente mayoccurtakingthe
machineinto states,,.,, only if ® holdsfor (e, so14;, Snew)-
This transitionis written se;q — Snew, andin general®
is called the transition relation When the machinecan
malke transitionsnvolving asequencef events,y, we write
Sold l) Snew-

Every state machinewe considerwill be input-total
This meanghatfrom every stateandfor everyinputeventit
is possiblefor the machineto make sometransition. It can
neverrefuseaninput. Input-totalitycanbethoughtof either
asa limitation on the classof statemachinespor asa pre-
conditionfor defininganeventto beaninput. Input-totality
is neededo preventtherefusalof aninputeventfrom con-
veying informationbackto the sourceof thatinput.

We assumehat a machineis startedin somestate, sq,
chosenin advanceandnot on the basisof classifiedinfor-
mation. The choiceof aninput event, e;,,, canbe madeat
ary timebut only by someexternalusersor agentsvhohave
authorizedaccesdo informationat securitylevel lvl(e;y,).
Any outputevent, e,,;, is assumedo be visible to exter
nal usersor agentsauthorizedat securitylevel vl (eyq:) OF
greater We will oftenconsidemwhatcanbe deducedy an
obsenrer at someparticularlevel I; securitylevelslessthan
or equalto [ will be called“low” levels, while otherlev-
elswill becalled“high”. If themachineis to be securefor
the obsenrer atl, high-level information,i.e., thatreceved
via inputsat high levels, mustbe preventedfrom affecting
obsenationsof outputsat low levels.

The effects of inputs from high-level usersare propa-
gatedthroughthe machineat eachtransition. Ratherthan
constrainthe effect of high-level inputs on low-level out-
puts directly, we constrainthe effects on the stateof the
machineaftereachtransition. Supposeéhatit is possibleto
distinguisha high-level “aspect”and a low-level “aspect”
of eachstate andto defineanequialencerelationon states
suchthattwo stateselongto thesamesquivalenceclassex-
actly whenthey sharethe samelow-level aspectsSecurity
canthenbeexpresseaspropertiesof thetransitionrelation
that prevent high-level aspect=of the statefrom affecting
low-level ones.

To illustrate the distinction betweendifferent“aspects”
of states,consideran example. If the setof statesis de-
fined as the direct productof setsof valuesfor different



“state variables”, then we might assignsecurity levels to
statevariables.The high-level “aspect”of a statewould be
thesetof valuesof its high-level variablesandsimilarly the
low-level “aspect”of a statewould be the setof valuesof
its low-level variables.In this case stateswill belongto the
sameequialenceclasswhenlow-level variablestake equal
values. Ratherthan assumehat statesare always combi-
nationsof statevariables,asin this example,we will sim-
ply rely ontheequivalencerelationon statego separaté¢he
high- from thelow-level aspects.
Givenanequialencerelationon statesfor level [, ama-
chineis flow-secureat! if thefollowing conditionshold:

e High-levelinputtransitionsdo not affect the low-level
aspectof the state;

e Low-level input transitionsmay affect ary aspectof
the state,but high-level aspectof the statebeforethe
transitioncannotaffect low-level aspectf the state
afterthetransition;

e During asequencef outputtransitionsthe high-level
aspectsof the statebefore the sequencemay affect
high-level outputsand high-level aspectsf the state,
but they cannotaffect the sequencef low-level out-
puts, nor canthey affect the low-level aspectof the
stateafterward.

A machines flow-securdf it is flow-secureat everylevel.

The conditionsthat define flow security are statedin-
formally above. Formality will be addedin later sections,
whenthe propertyof n-limited securityis stated.n-limited
securityfor n = 1, is slightly strongetthanflow-securityat
agivenlevel.

Note that there may be eventsof the machine(set E)
which areneitherinputsnor outputs(setsI andO). These
areinternal events,and for simplicity we will treatthese
eventsasthoughthey were asvisible to externalusersas
outputs.This simplificationcanonly overestimateheinse-
curity of themachine.

3 Hook-Up

Two statemachines,A and B, canbe “hooked up” or
interconnectedo form a larger statemachine,denotedby
Al|B. Oncea precisedefinition hasbeengivenfor thein-
terconnectiomperator||, propertief A|| B canbeinferred
from the propertiesof A andB individually.

Interconnectiorof two machinesneansthat eventsbe-
longing to one machinebut not to the other may be ex-
ecutedindependentlyby eachmachine,while eventsthat
are sharedby the machinesmust be executedsimultane-
ouslyby both. Let A = (X4, E4,14,04,%4,lvl4) and
B = (Xp,EB,Ip,OpB,®p,lvlp). Thetwo machinesnay

have someeventsin common;let E;,,; = E4 N Eg. The
interconnectionA||B will be definedif eachevent, e, of
FE;n is anoutputof onemachineandaninput of the other,
andif lvla(e) = lwlg(e). The machineA| B is thetuple
(%,E,I,0,%,lvl), where

e ¥ =Y, x ¥p,i.e., eachstateof X is anorderedpair
of statefrom X 4 andX p;

E=FE,UEB;

I= (IA u IB) - Eint;
O = (04U OB) — Eing;

Lete € E beanevent,andlet s; = (sa1,sp1) and
s2 = (542, sp2) bestatesof A||B formedaspairsof
statesf its componentsTherearethreecases:

1. Whene € E4 ande ¢ Eg, ®(e, s1, s2) holdsiff
@A(G,SAl,SAQ) andsBl = SB2.

2. Whene € Eg ande ¢ E 4, ®(e, s1, s2) holdsiff
dp(e, sp1,5B2) andsa; = sas.

3. When e € E;;, ®(e, s1,52) holds iff
D 4(e,541,5842) and®p(e, sp1, $B2)-

e [vl istheunionof (vl 4 with lvlg.

A propertyis composabléf, giventhatit holdsbothof A
andof B, thenit holdsfor A||B. Flow-security asdefined
in the previoussection,is composable.

4 Covert Channels

Whena systemis not secureijt is becausehe designof
that systemallows a high-level userto encodenformation
in the sequencef high-level inputs and outputs,and also
allows lower-level usersto decodethe informationlater by
interactingwith the systemat lower levels. The methodof
encodinginformationis called a channel A channelal-
lows high-level informationto be downgraded, andthere-
fore compromised.

Usually two typesof channelare distinguished: overt
andcovert. Overt channelsare distinguishedrom covert
onesn thatthemethodusedto encodénformationistrivial.
Forexample,if ahigh-levelusercanwrite into afile thatcan
bereadby alower-level user thechanneis overt.

Covert channelsare often more subtle. For example,
supposea file systemimplementsconcurreng control by
locking afile whenit is openfor writing, andpromptly re-
jecting otherrequestdor access.A high-level usercould
choosewhetherto lock a particularfile at a particulartime
dependingn onebit of high-levelinformation. A low-level
usercouldtry to accesshesamefile atanagreed-upotime
after the high-level choicewas made;whetherthe request



Figure 1. Coarse-grained partition of states.

for accesss acceptedr rejectedallows the low-level user
to determinethe single bit of high-level information. By
agreeingon a scheduleof times at which the lock canbe
resetasequencef bits canbe downgraded.

We will nottry to make precisethe distinctionbetween
covertandovert, but ratherwill look for securityproperties
thatcanapplyto both casesasappropriate.

In the definition of flow-securityin section2, we ap-
pealedto an equivalencerelation on statesto distinguish
low-level aspectof a statefrom high-level aspects When
somedowngradingis to be allowed, however, we may dis-
tinguishthreeaspects:low-level, high-level, anda shared
level throughwhich information canbe downgradedirom
highto low. If the high-, low-level, andsharedaspectsare
thoughtof as setsof statevariables,thenit is the shared
variableswvhichwill actasstoragdor transferringnforma-
tion from high to low. Using statevariablesas an exam-
ple, though,shouldnot be mistalenfor thegenerakase.ln
generala setof statesmight not be separablénto a direct
productof setsof valuesof statevariables,and evenif it
is, the sharedaspectof eachstateneednot correspondo a
particularvariable.

The threeaspectf eachstatecan be distinguishedby
defining two equialencerelations: one which partitions
statesnto relatively coarseequivalenceclassesseparating
the low-level aspectdrom the sharedand high-level ones
(seeFigure 1), and one which partitions statesinto rela-
tively fine equivalenceclassesseparatinghe low-level and
sharedaspectgrom the high-level ones(seeFigure2). The
firstrelationtakesstatesasequialentif they have thesame
low-level aspectsithe secondtakes statesas equivalentif
they have thesamdow-level andsharedaspects.

To limit the rate at which information can be down-
graded,we prevent direct downgradingfrom high to low,
andconstrainthe amountof informationthatcanbe stored
atonetimein the sharedaspects.

How dangerouss a particularchannel?The answerde-
pendson avariety of factors:

e How mary bits canbe communicatedit once?In the

Figure 2. Fine-grained partition of states.

covert-channekxampleabore, one bit at a time was
communicatedwhile in the overt-channelexample,
the contentsof an entirefile could be downgradedn
oneoperation.

e What information can be communicatedhroughthe
channel?If no interestinghigh-level informationcan
befedinto thechanneljt is hardlydangerous.

e How quickly canthe encodingmechanisibe setup,
resetandre-usedjf atall? If animprobablescenario
musthapperbeforethe channekanbe setup, if it can
neverberesetorif resettingakesalongtime, thenthe
channels generallylessdangeroushanif it canbeset
up quickly.

In whatfollowswewill beconcernegrimarily with thefirst
factor Channelswill betreatedasusefulfor communicat-
ing any kind of information;only therateof communication
will beimportant. To take accountof probabilityandother
specializedactsaboutthe set-upof the channelpnewould
needto considerthe possiblestate-machindransitionsin
greaterdetail thanwe do here. Thesesimplificationswill
tendto overestimatéhe dangemposedby agivenchannel.

If the sharedaspectsof statespermit the recordingof
at mosta choiceamongn alternatves,thenat mostlog, n
bits can be downgradedduring ary one transition. If a
sequenceof k transitionscan be accomplishedduring ¢
secondsthenthe bandwidth of the channelhasan upper
boundof (klog, n)/t bits persecond.

Notethatit is not sufficient to statebandwidthsn terms
of “bits pertransition”,andthengive atypicaltime pertran-
sition. In our modelof processgnterconnectiontransitions
of hooked-upmachineamay proceedconcurrently There-
fore, theaveragetime takenby transitionswill generallybe
lessthanthetypical time takensequentiallyby each.

Note alsothattiming considerationslo not occurin the
modeldirectly, but only enterthroughan interpretationin
whichchannebandwidthsarederived. Thereforechannels
thatusethetimesatwhich eventsoccurto encodenforma-
tion (timing channelg arenot accountedor. Only covert



storagechannelsarequantifiedby this model.
In thefollowing sectionwe give aprecisedefinitionof a
securitypropertyto limit downgradingvia storagechannels.

5 Limited Downgrading

Definition 1 A statemadineis n-limited secur at levell,
whele n is a positiveinteger, if there exist two equivalence
relationson states,=g and =, sud that the following
conditionshold:

1. Equivalencerelation =g partitionsthe set of states
into afiner, moredetailed setof classeshandoes=; .
In otherwords,for ary statepandq, p =g ¢ — p =L
q. Thedifferencesetweenclasseof =;, correspond
to informationknown at level I, while differencese-
tweenclasse®of =g includeadditional,sharednfor-
mationthatmay be availablefor downgrading.

2. Equivalencerelation =g partitionseachequialence
classof relation=y, into at mostn sub-classesThus,
no setof n + 1 states,si, s2, ..., Sn, Snt1, CANDE
foundsuchthats; =, s; while s; Zg s; fori # j.

3. Themachineis input-total.

4. High-level input transitionsdon't affect low-level as-
pectsof the state.So,for ary input, e, with lvl(e) £ I,
andfor ary transition,p = ¢, wehavep =y, q.

5. During a low-level input transition,high-level aspects
of the statebeforethe transitioncant affect low-level
aspectsafterward. In otherwords, for arny input, e,
with lvl(e) < I, andfor ary statesp, p/, andg, such
thatp = ¢ andp =g p', thereexistsa state,g’, such
thatp’ 5 ¢’ andg =1, ¢'.

6. Duringanoutput(or internal)transition,high-level as-
pectsof the statebeforethetransitioncant causdow-
level outputsor affectlow-level aspectof the stateaf-
terward. In otherwords,supposeve aregivenan out-
put, e, and statesp, p', andg, suchthatp = ¢ and
p =g p'. Therearetwo cases:

(a) If e is ahigh-level output,with lvi(e) < I, then
thereexists a state,q’, anda sequencef high-
level outputs,y, suchthatp’ 2 ¢', andg =y, ¢'.

(b) If e is alow-level output,with lvl(e) < [, then
thereexists a state,q’, anda sequencef high-
level outputs,y, suchthatp’ 2 ¢/, andq =1, ¢'.

A statemachinethatis 1-limited secureat everylevel is
flow-secure.Whenn = 1, relations=g and=; mustbe
thesame andthe constrainton transitionsbecomeslightly
strongerthanthosefor flow-security (The only difference
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Figure 3. Flows possib le for high-le vel input.

occursin rule 6b, in which the more generaltransition,

PR wherey and~' aresequencesf high-level out-
puts,may exist to preventdeducibility of high-level events
andaspect®f thestate.)

Why do the above ruleslimit downgrading? First, one
is preventedfrom using high-level inputsto write directly
into the low-level state,and oneis preventedfrom using
low-level outputsto readdirectly from the high-level state.
Secondduringatransitiononemaymoveinformationfrom
high-level to sharedaspectsand from sharedto low-level
ones,but influencefrom high directly to low is ruled out.
Therefore high-level choicesto be downgradedmustpass
throughthe sharedaspectwof the state,andthis actsasa
bottleneck.

The rules of the definition are constraintsthat limit
cause-and-ééctduringtransitionsandsolimit possiblen-
formationflow. However, it is helpful to visualizehow in-
formationcanflow duringtransitions Figures3, 4,5, and6
shav schematicallyfor thefour possiblekindsof event,the
information flows that could be involved in downgrading.
(Of course,upgradingflows arealways possible but these
do not changethe rate of downgrading.) Eachdiagramis
a pictorial division of the stateinto "HIGH”, "LOW” and
"SHARED” aspects. Information can flow from high to
low, but only by passinghroughthe sharedegion.

6 Analysis

The propertydefinedin the previous sectionis compos-
able,in thefollowing sense:

Theorem1 If madine A is n-limited secue at level, and
madineB ism-limitedsecueatlevell, thenmadine A|| B
is nm-limited secue at level .
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Figure 4. Flows possib le for low-level input.
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Figure 5. Flows possib le for high-le vel output.
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Figure 6. Flows possib le for low-level output.

The proof is straightforvard, and we sketch it here.
SinceA is n-limited securethereareequivalencerelations
=4mg and= 4, on the statesof A, suchthat propertiesl
through6 of the previoussectionhold. Similarly, thereare
equialenceelations=gg and=pg, onthestateof B. Let
s41 ands o bestateof A, let sg; andsp, bestatesof B,
andlet s; = (sa1,sp1) andsy = (sa2,sp2) be statesof
Al| B formedaspairsof statesof its componentsWe define
equivalencerelationsonthe statef A|| B asfollows:

® 51 =x Soiff $41 =g S4a2 aNdsp1 =BH SB>
o 51 =g s2iff 41 =4L sa2 @andsp1 =By Sp2

The six propertiesnow hold for the interconnectedna-
chine,andwe enumeratehe casef the proof.

1. =g definesclassesf finer granularitythan = be-
causdts componentslo.

2. An arbitraryclassof =, is partitionedat mostn times
by =4 andatmostm timesby =gy, andtherefore,
atmostnm timesby =g.

3. Aninputto A||B is aninputto exactly oneof its com-
ponents,so the interconnectednachineis input-total
whenits componentsire.

4. A high-level input affects exactly one of the compo-
nentmachinesanddoesnotchangets low-level state.
Therefore the low-level stateof the entiremachineis
unchanged.

5. A low-levelinputaffectsexactly oneof thecomponent
machinesandchanginchigh-level or sharedaspectsf
a statebeforea transitiondoesnot affect the low-level
stateafter Therefore the low-level stateof the entire
machines unafected.



6. The two casescorrespondingo output(andinternal)
eventsaresimilar. Thecaseof low-level eventsis more
difficult, andwill be discussedsanexample. Given
that a low-level non-inputeventis possiblefor some
stateof the interconnectednachine the eventwill ei-
ther be an output (or internal event) of one machine
or the outputof oneandthe input of the other With-
outlossof generalitylet A bethemachinewhich per
formsthe output. A individually obeys rule 6 of the
previoussectionthereforeastateof A beforethetran-
sition, with differenthigh-level aspectsmay require
thatadditionalhigh-level outputsbeperformedput the
low-level stateresultingafter this extendedsequence
of transitionswill be unafected. Evenif someof the
additionalhigh-level outputsfrom A arealsoinputsto
B they will not affect B’s low-level state. If B must
accepthelow-level outputfrom A, differencesn B’s
statebeforethetransitionwill notaffect B’s low-level
stateafter Thus,the low-level stateof the intercon-
nectedmachinewill alsobeunafected.

Whatdoesthis theoremmean?lt tells usthatthe sever-
ity of achannefor downgradingby acompositenachines
limited by themaximumseverity of channelnits compo-
nentmachines We canhook up two leaky machinego get
a machinewith a (possibly)larger leak, but the combined
leakwon't bearbitrarily bad.

Superficially the resultappearsquite natural, sincean
n-way choicefor machineA andanm-way choicefor ma-
chine B representog, n andlog, m bits respectiely, and
log, nm is their sum.However, in thefinal analysist is the
bandwidthsof channelsvhich shouldbe compared.

Supposehe averagetime pertransitionis ¢ andis equal
for A andB. If A andB have no eventsin common,then
runningthemconcurrentlywill onthe averageexecuteone
transitionon A andone on B in time ¢, and will down-
gradeat mostlog, nm bits. This rateis (log, nm)/t bits
per second. Could information be downgradedfasterif
the machineswverehooked up? The theoremmerelylimits
A||B to downgradingat mostlog, nm bits per transition.
If mosttransitionsexecutedby A||B are concurrentthen
Al|B might approachthe rate of 2 transitionsper time ¢.
Thelimiting ratewould thenbe (2 log, nm) /1 bits persec-
ond. Thisis doubletheratethatis possiblefor themachines
actingindependently

This speedupwhile allowedby the theoremjs unlikely
sinceit depend®nmosttransitionshappeningoncurrently
on one or the other machine. Yet theseconcurrenttran-
sitions are preciselythe oneswhich should be limited to
downgradingeitherlog, n or log, m bits. It is the events
sharedbetweend and B which may compromisdog, nm
bits, but theseaventstake twice aslong on average A more
detailedanalysisof therelationbetweerequivalenceclasses
of statesand bandwidthis neededbeforestricterlimits on

bandwidthcanbeset.

7 Conclusion

The propertyof n-limited securitycomescloserthanits
predecessor® beingadequateasa securitypolicy for real
MLS systemsYetit too hasmary inadequacies.

e The fact that different transitionsmay take different
times, and henceaffect the bandwidthof channelsjs
notbuilt into themodel.

e Theruleslimiting transitionsof the statemachineap-
pearad hoc, andarenotformally derivedfrom a gen-
eraltheoryof informationflow or deducibility.

e Thedeggreeto which a systemis insecures not mea-
sured, but merely bounded. An n-limited secure
systemis guaranteedhot to compromiseinformation
fasterthan somerate, yet it may be that the design
details of a specific n-limited securemachinelimit
its downgradingbandwidthto a muchsmallerratein-
stead. It would be far betterto usea framework in
whichthesecuritypolicy is characterizedby the worst
ratethatcanactuallyberealizedby thatmachine.

e Thebandwidthof a channelatlevel I may or may not
be relatedto the bandwidthof a channelat level I,
andn-limited securitydoesnot necessarilymake this
distinction. For example,a machinethatdowngrades
simultaneouslyfrom TOP SECRETto SECRETand
from SECRETto CONFIDENTIAL is leakierthana
machinethat can only do one or the other Yet ei-
thermachinemaybe,say 2-limited secureatboth SE-
CRETandCONFIDENTIAL.

e Probabilisticconsiderationsire not included. For ex-
ample,afinite buffer which may becomeblockedcan
sene as a covert channelto downgradeinformation.
Yet, if the buffer is madeso large that it is unlikely
evento befull, thechanneis not useful.

Theseproblemsrepresenaireasof futureresearch.
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