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Abstract

Computer Security FoundationsWorkshop 1988

We constructa classof securitypoliciesfor multi-level
systems.Policies of this classallow somedowngradingof
informationbut limit its bandwidth.A policy that prevents
downgrading completelyis a special instancewithin this
class. Securityas definedby this class is quantitative in
thesensethat deviationsfromperfectsecuritycanbecom-
pared by the degreeto which they deviate. It is analytical
or “hook-upsecurity” in thesensethat thedegreeof secu-
rity or insecurityof a large systemcanbederivedformally
fromthedegreeof securityor insecurityof subsystemsfrom
which it is composed.

1 Intr oduction

Thetaskof building multi-level secure(MLS) computer
systemshasshown itself to be difficult. Part of the diffi-
culty hascomefrom definitionsof “security” that arenot
preciseenough,not flexible enough,or notgeneralenough,
to beusedasspecificationsagainstwhich realsystemscan
be measured.In this paper, we attemptto bring security
specificationscloserto the point at which they canbe ap-
pliednaturallyandconfidentlyto realsystems.

To begin, we review someprevious developmentsof
MLS specifications.The Bell-LaPadulasecuritypolicy[1]
prevented the most direct, Trojan-Horseattacksagainst
multi-level systems,and showed the dangerof assuming
thatsecuritywastrivial. Covert channelscouldbehandled
within theBell-LaPadulaframework, but themethodsused
wereadhoc.

0This work was supportedby the Army Communicationsand Elec-
tronics Commandat Fort MonmouthunderContractNo. DAAB07-87-
C-A011. The views andconclusionscontainedin this paperarethoseof
the authorsandshouldnot be interpretedasnecessarilyrepresentingthe
official policies,eitherexpressedor implied,of theArmy or theU.S.Gov-
ernment.

TheGoguen-Meseguersecuritypolicy[2] wasanattempt
to capturetheintuitive ideaof non-interference. Preventing
requestsby usersat high securitylevels from “interfering”
with the responsesgiven to usersat lower security levels
handlesall threatshandledby Bell-LaPadula,andprevents
covert storagechannelsaswell. However, theclassof sys-
temscoveredby theGoguen-Meseguerpolicy waslimited;
whetherthepolicy wasalsoad hocwasnot clear.

The modelof informationflow proposedby Sutherland
[7] treatedflows of information as “deducibility”. The
modelwasvery general,but could be instantiatedto pro-
ducea multi-level securitypolicy, calleddeducibilitysecu-
rity, similar to Goguen-Meseguer.

Hook-up security was introducedby McCullough[4].
While it mayseemobviousthat“secure”interconnectionof
“secure”systemswill producea larger systemthat is also
“secure”,McCullough showed that this dependscrucially
on thedefinitionof securityused.Usingtheformal defini-
tionsof non-interferenceandof deducibilitysecurity, thein-
terconnectionof securesystemswasat bestill-definedand
wasatworstinsecure.McCulloughstrengtheneddeducibil-
ity securityso that it becamea composableproperty, i.e.,
the interconnectionof two componentsystemsfor which
thepropertyholdsyieldsalargersystemfor whichtheprop-
erty alsoholds. This propertywascalled“restrictiveness”
or “restriction”.

Hook-up security is useful for showing, formally, that
large systemsare secure. One neednot apply Goguen-
Mesegueror deducibilitysecuritydirectly to theentiresys-
tem,but mayanalyzethesysteminto components,andshow
thateachcomponentis restrictive. Thetheoremthatrestric-
tion is composablethen serves as the basic tool of secu-
rity analysis. In addition, however, many other theorems
aboutthehook-upof systemsarepossibleanduseful.Other
composableproperties,relatedto security, were found[8].
Other theoremswere developedto show that components
with propertiesotherthanrestrictioncanbeinterconnected
to producerestrictive systems[10],[6]; thesetheoremsare



usefulfor analyzingthe securityof systemsin which indi-
vidualpartsarenot restrictive.

Yet a major problemremains:real-world “secure”sys-
temsareoftennot intendedto becompletelysecure!Com-
plete and perfect security often interfereswith the func-
tionality desiredin realsystems,andpracticalitysometimes
rulesout perfectlysecuredesigns.Therefore,designersof-
ten prefer to approximateperfectsecurity. Securityprop-
ertieswhich allow someform of insecurityyet retainlim-
its on what can be deducedby low-level usersabout the
behavior of usersat higher level have beenproposed:by
Goguen-Meseguer (“conditional-noninterference”)[2], by
this author in the context of fault tolerance[9], and by
others[8],[3]. Theseproposedpropertiesall suffer from two
drawbacks:

1. The degreeto which systemsareallowed to be inse-
cureis notquantified.Thus,thereis no formalmethod
for statingwhetherasystemmeetingoneof thesepoli-
ciesis slightly or grosslyinsecure.

2. Even if informal methodsareusedto show that var-
ious componentsare only slightly insecure,there is
no proof that the interconnectionof slightly insecure
componentswon’t yieldalargersystemthatleaksmas-
sively. In otherwords,a theoryof securityanalysisfor
thesepropertiesdoesnot exist.

Thispaperis afirst attemptataddressingtheseproblems.
A classof securitypolicies is introduced;policies of the
classput quantitative limits on downgrading,andarealso
composable.Theclassis a generalizationof a composable
MLS property, flow-security[5], introducedby McCullough
asavariantof restriction.Section2 discussesflow-security.
Section3 givesa formal meaningto theinterconnectionof
systems.Section4 motivatesthedefinitionof n-limitedse-
cure statemachines,which deviatefrom perfectsecurityto
a degreeindicatedby the positive integer � . Section5 de-
fines � -limited securityprecisely. In section6, it is claimed
andarguedinformally that � -limited securityis a kind of
composableproperty. Finally, section7 notesthe limita-
tionsof this result,andgivesdirectionsfor futureresearch.

2 Multi-le vel Security

Thepropertyof flow-security is definedfor a particular
classof statemachines.A statemachineof this classis a
6-tuple

���������
	����
�����
�������
, where:

� � is a setof states;

� � is asetof events;

� 	 is asetof input events,with
	����

;

� � is a setof outputevents,with
�����

andwith
�

and
	

disjoint;
� � is a ternaryrelationon eventsandorderedpairsof

states;
� ����� is a functionfrom eventsinto the(fixed)setof pos-

siblesecuritylevels.

At eachmomentof time, thestatemachineexists in ex-
actlyonestatefrom theset

�
. It progressesthroughtimeby

engagingsequentiallyin eventsfrom the set
�

. Whenthe
machineis in thestate�����! , theevent " mayoccurtakingthe
machineinto state�$#&%�' only if

�
holdsfor

� " � ���(�) � �$#&%*' � .
This transition is written �$�(�) %+ �$#&%�' , and in general

�
is called the transition relation. When the machinecan
maketransitionsinvolvingasequenceof events,, , wewrite
�����) .-+ �$#&%*' .

Every state machinewe considerwill be input-total.
Thismeansthatfrom everystateandfor everyinputeventit
is possiblefor themachineto make sometransition.It can
neverrefuseaninput. Input-totalitycanbethoughtof either
asa limitation on the classof statemachines,or asa pre-
conditionfor defininganeventto beaninput. Input-totality
is neededto preventtherefusalof aninput eventfrom con-
veying informationbackto thesourceof thatinput.

We assumethat a machineis startedin somestate, �0/ ,
chosenin advanceandnot on the basisof classifiedinfor-
mation. Thechoiceof an input event, "�1)# , canbe madeat
any timebut only bysomeexternalusersoragentswhohave
authorizedaccessto informationat securitylevel

�����(� "$1!# � .
Any outputevent, "2�(3$4 , is assumedto be visible to exter-
nal usersor agentsauthorizedat securitylevel

�����(� "��
3$4 � or
greater. We will oftenconsiderwhatcanbededucedby an
observerat someparticularlevel

�
; securitylevelslessthan

or equalto
�

will be called “low” levels, while other lev-
elswill becalled“high”. If themachineis to besecurefor
theobserver at

�
, high-level information,i.e., that received

via inputsat high levels,mustbe preventedfrom affecting
observationsof outputsat low levels.

The effects of inputs from high-level usersare propa-
gatedthroughthe machineat eachtransition. Ratherthan
constrainthe effect of high-level inputson low-level out-
puts directly, we constrainthe effects on the stateof the
machineaftereachtransition.Supposethat it is possibleto
distinguisha high-level “aspect”anda low-level “aspect”
of eachstate,andto defineanequivalencerelationonstates
suchthattwo statesbelongto thesameequivalenceclassex-
actly whenthey sharethesamelow-level aspects.Security
canthenbeexpressedaspropertiesof thetransitionrelation
that prevent high-level aspectsof the statefrom affecting
low-level ones.

To illustratethe distinctionbetweendifferent“aspects”
of states,consideran example. If the set of statesis de-
fined as the direct productof setsof valuesfor different



“state variables”, then we might assignsecurity levels to
statevariables.Thehigh-level “aspect”of a statewould be
thesetof valuesof its high-levelvariables,andsimilarly the
low-level “aspect”of a statewould be the setof valuesof
its low-level variables.In thiscase,stateswill belongto the
sameequivalenceclasswhenlow-level variablestakeequal
values. Ratherthanassumethat statesarealwayscombi-
nationsof statevariables,asin this example,we will sim-
ply rely on theequivalencerelationonstatesto separatethe
high- from thelow-level aspects.

Givenanequivalencerelationon statesfor level
�
, a ma-

chineis flow-secureat
�
if thefollowing conditionshold:

� High-level input transitionsdo not affect thelow-level
aspectsof thestate;

� Low-level input transitionsmay affect any aspectof
thestate,but high-level aspectsof thestatebeforethe
transitioncannotaffect low-level aspectsof the state
afterthetransition;

� Duringa sequenceof outputtransitions,thehigh-level
aspectsof the statebefore the sequencemay affect
high-level outputsandhigh-level aspectsof the state,
but they cannotaffect the sequenceof low-level out-
puts,nor can they affect the low-level aspectsof the
stateafterward.

A machineis flow-secureif it is flow-secureat every level.
The conditionsthat defineflow securityare statedin-

formally above. Formality will be addedin later sections,
whenthepropertyof � -limited securityis stated.� -limited
security, for �6587 , is slightly strongerthanflow-securityat
agivenlevel.

Note that theremay be eventsof the machine(set
�

)
which areneitherinputsnor outputs(sets

	
and

�
). These

are internal events,and for simplicity we will treat these
eventsas thoughthey wereasvisible to externalusersas
outputs.This simplificationcanonly overestimatetheinse-
curity of themachine.

3 Hook-Up

Two statemachines,9 and : , canbe “hooked up” or
interconnectedto form a larger statemachine,denotedby
9<;=: . Oncea precisedefinition hasbeengiven for the in-
terconnectionoperator, ; , propertiesof 9<;>: canbeinferred
from thepropertiesof 9 and : individually.

Interconnectionof two machinesmeansthat eventsbe-
longing to one machinebut not to the other may be ex-
ecutedindependentlyby eachmachine,while eventsthat
are sharedby the machinesmust be executedsimultane-
ously by both. Let 9 5 ���@?@���A?@�
	=?B�C�D?@�C�@?@�������E?F�

and
: 5 ���@GA���AGA��	=G�����GA�C�@GD�
�H�I�EG@�

. Thetwo machinesmay

have someeventsin common;let
� 1)#24 5 �D?KJK�AG

. The
interconnection9<;=: will be definedif eachevent, " , of� 1!#24 is anoutputof onemachineandaninput of theother,
andif

����� ? � " � 5 ����� G � " � . The machine9<;=: is the tuple���������
	����
�����
�������
, where

� � 5 �@?.LM�@G
, i.e., eachstateof

�
is anorderedpair

of statesfrom
�@?

and
�@G

;

� � 5 �D?ONP�AG
;

� 	 5 �H	 ? NP	 G �RQS� 1!#24 ;
� � 5 ���D?TNT�DGB�FQS� 1)#24 ;
� Let "MU �

be an event, andlet �2V 5 � � ? V � � G V � and�$W 5 � � ? W � � G W � bestatesof 9
;=: formedaspairsof
statesof its components.Therearethreecases:

1. When "XU �A? and "ZYU �DG ,
�[� " � � V � � W � holdsif f�@?@� " � � ? V � � ? W � and � G V 5 � G W .

2. When "XU � G and "�YU � ? ,
�[� " � �2V � �0W � holdsif f� G � " � � G V � � G W � and � ? V 5 � ? W .

3. When " U � 1!#24 , �[� " � � V � � W � holds if f�@?@� " � � ? V � � ? W � and
�@G�� " � � G V � � G W � .

� ����� is theunionof
����� ?

with
�H�I� G

.

A propertyis composableif, giventhatit holdsbothof 9
andof : , thenit holdsfor 9
;=: . Flow-security, asdefined
in theprevioussection,is composable.

4 Covert Channels

Whena systemis not secure,it is becausethedesignof
thatsystemallows a high-level userto encodeinformation
in the sequenceof high-level inputsandoutputs,andalso
allows lower-level usersto decodethe informationlaterby
interactingwith thesystemat lower levels. Themethodof
encodinginformation is called a channel. A channelal-
lows high-level informationto bedowngraded, andthere-
forecompromised.

Usually two typesof channelare distinguished:overt
andcovert. Overt channelsaredistinguishedfrom covert
onesin thatthemethodusedto encodeinformationis trivial.
Forexample,if ahigh-levelusercanwrite into afile thatcan
bereadby a lower-level user, thechannelis overt.

Covert channelsare often more subtle. For example,
supposea file systemimplementsconcurrency control by
locking a file whenit is openfor writing, andpromptly re-
jecting other requestsfor access.A high-level usercould
choosewhetherto lock a particularfile at a particulartime
dependingononebit of high-level information.A low-level
usercouldtry to accessthesamefile atanagreed-upontime
after the high-level choicewasmade;whetherthe request
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Figure 1. Coarse-grained par tition of states.

for accessis acceptedor rejectedallows the low-level user
to determinethe single bit of high-level information. By
agreeingon a scheduleof timesat which the lock canbe
reset,asequenceof bits canbedowngraded.

We will not try to make precisethedistinctionbetween
covertandovert,but ratherwill look for securityproperties
thatcanapplyto bothcasesasappropriate.

In the definition of flow-security in section2, we ap-
pealedto an equivalencerelation on statesto distinguish
low-level aspectsof a statefrom high-level aspects.When
somedowngradingis to beallowed,however, we maydis-
tinguish threeaspects:low-level, high-level, anda shared
level throughwhich informationcanbe downgradedfrom
high to low. If thehigh-, low-level, andsharedaspectsare
thoughtof as setsof statevariables,then it is the shared
variableswhichwill actasstoragefor transferringinforma-
tion from high to low. Using statevariablesas an exam-
ple, though,shouldnot bemistakenfor thegeneralcase.In
general,a setof statesmight not beseparableinto a direct
productof setsof valuesof statevariables,andeven if it
is, thesharedaspectsof eachstateneednot correspondto a
particularvariable.

The threeaspectsof eachstatecanbe distinguishedby
defining two equivalencerelations: one which partitions
statesinto relatively coarseequivalenceclasses,separating
the low-level aspectsfrom the sharedandhigh-level ones
(seeFigure 1), and one which partitionsstatesinto rela-
tively fineequivalenceclasses,separatingthelow-level and
sharedaspectsfrom thehigh-level ones(seeFigure2). The
first relationtakesstatesasequivalentif they havethesame
low-level aspects;the secondtakesstatesasequivalent if
they have thesamelow-level andsharedaspects.

To limit the rate at which information can be down-
graded,we prevent direct downgradingfrom high to low,
andconstrainttheamountof informationthatcanbestored
atonetime in thesharedaspects.

How dangerousis a particularchannel?Theanswerde-
pendson avarietyof factors:

� How many bits canbecommunicatedat once?In the
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Figure 2. Fine-grained par tition of states.

covert-channelexampleabove, onebit at a time was
communicated,while in the overt-channelexample,
the contentsof an entirefile could be downgradedin
oneoperation.

� What information can be communicatedthroughthe
channel?If no interestinghigh-level informationcan
befed into thechannel,it is hardlydangerous.

� How quickly canthe encodingmechanismbe setup,
reset,andre-used,if at all? If animprobablescenario
musthappenbeforethechannelcanbesetup, if it can
neverbereset,or if resettingtakesalongtime,thenthe
channelis generallylessdangerousthanif it canbeset
up quickly.

In whatfollowswewill beconcernedprimarilywith thefirst
factor. Channelswill be treatedasusefulfor communicat-
ing any kind of information;only therateof communication
will beimportant.To take accountof probabilityandother
specializedfactsabouttheset-upof thechannel,onewould
needto considerthe possiblestate-machinetransitionsin
greaterdetail thanwe do here. Thesesimplificationswill
tendto overestimatethedangerposedby agivenchannel.

If the sharedaspectsof statespermit the recordingof
at mosta choiceamong� alternatives,thenat most ^)_a` W �
bits can be downgradedduring any one transition. If a
sequenceof b transitionscan be accomplishedduring c
seconds,thenthe bandwidth of the channelhasan upper
boundof

� b@^)_a` W � ��d c bitspersecond.
Notethatit is not sufficient to statebandwidthsin terms

of “bits pertransition”,andthengiveatypicaltimepertran-
sition. In our modelof processinterconnection,transitions
of hooked-upmachinesmay proceedconcurrently. There-
fore, theaveragetime takenby transitionswill generallybe
lessthanthetypical time takensequentiallyby each.

Notealsothat timing considerationsdo not occurin the
modeldirectly, but only enterthroughan interpretationin
whichchannelbandwidthsarederived.Therefore,channels
thatusethetimesatwhich eventsoccurto encodeinforma-
tion (timing channels) arenot accountedfor. Only covert



storagechannelsarequantifiedby this model.
In thefollowing section,wegiveaprecisedefinitionof a

securitypropertyto limit downgradingvia storagechannels.

5 Limited Downgrading

Definition 1 A statemachineis n-limited secureat level
�
,

where � is a positiveinteger, if there exist two equivalence
relationson states, e[f and e[g , such that the following
conditionshold:

1. Equivalencerelation e[f partitions the set of states
into afiner, moredetailed,setof classesthandoese[g .
In otherwords,for any statesh and i , hZe[fji + hOe[g
i . Thedifferencesbetweenclassesof e[g correspond
to informationknown at level

�
, while differencesbe-

tweenclassesof e[f includeadditional,sharedinfor-
mationthatmaybeavailablefor downgrading.

2. Equivalencerelation e f partitionseachequivalence
classof relation e g into at most � sub-classes.Thus,
no setof �Kkl7 states,� V , � W , m>m>m , �0# , �$#on V , can be
foundsuchthat �$1pe g ��q while �01rYe f ��q for srY5.t .

3. Themachineis input-total.

4. High-level input transitionsdon’t affect low-level as-
pectsof thestate.So,for any input, " , with

�����(� " � Yu � ,
andfor any transition,h %+ i , wehave hOe g i .

5. During a low-level input transition,high-level aspects
of thestatebeforethe transitioncan’t affect low-level
aspectsafterward. In other words, for any input, " ,
with

�����(� " � u �
, andfor any statesh , h�v , and i , such

that h %+ i and hwe[fjh�v , thereexistsa state,i2v , such
that h�v %+ i2v and ixe[gOi2v .

6. Duringanoutput(or internal)transition,high-level as-
pectsof thestatebeforethetransitioncan’t causelow-
level outputsor affect low-level aspectsof thestateaf-
terward. In otherwords,supposewe aregivenanout-
put, " , andstatesh , h�v , and i , suchthat h %+ i and
hye f h�v . Therearetwo cases:

(a) If " is a high-level output,with
�����(� " � u �

, then
thereexists a state, i2v , anda sequenceof high-
level outputs,, , suchthat h�v -+ i2v , and ixe g i2v .

(b) If " is a low-level output,with
�����(� " � u �

, then
thereexists a state, i2v , anda sequenceof high-
level outputs,, , suchthat h�v % -+ i2v , and ixe g i2v .

A statemachinethat is 1-limited secureat every level is
flow-secure.When �j5z7 , relations e[f and e[g mustbe
thesame,andtheconstraintsontransitionsbecomeslightly
strongerthanthosefor flow-security. (Theonly difference
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{

|} } } } } }} |

Figure 3. Flows possib le for high-le vel input.

occursin rule 6b, in which the more generaltransition,

h�v~- % -��+ i2v , where , and ,�v aresequencesof high-level out-
puts,mayexist to preventdeducibilityof high-level events
andaspectsof thestate.)

Why do the above rules limit downgrading?First, one
is preventedfrom usinghigh-level inputs to write directly
into the low-level state,and one is preventedfrom using
low-level outputsto readdirectly from thehigh-level state.
Second,duringatransitiononemaymoveinformationfrom
high-level to sharedaspectsand from sharedto low-level
ones,but influencefrom high directly to low is ruled out.
Therefore,high-level choicesto be downgradedmustpass
throughthe sharedaspectsof the state,and this actsas a
bottleneck.

The rules of the definition are constraintsthat limit
cause-and-effectduringtransitions,andsolimit possiblein-
formationflow. However, it is helpful to visualizehow in-
formationcanflow duringtransitions.Figures3, 4, 5, and6
show schematically, for thefour possiblekindsof event,the
informationflows that could be involved in downgrading.
(Of course,upgradingflows arealwayspossible,but these
do not changethe rateof downgrading.) Eachdiagramis
a pictorial division of the stateinto ”HIGH”, ”LOW” and
”SHARED” aspects. Information can flow from high to
low, but only by passingthroughthesharedregion.

6 Analysis

Thepropertydefinedin theprevioussectionis compos-
able,in thefollowing sense:

Theorem1 If machine 9 is � -limitedsecureat level
�
, and

machine : is � -limitedsecureat level
�
, thenmachine 9
;=:

is � � -limitedsecureat level
�
.
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Figure 6. Flows possib le for low-level output.

The proof is straightforward, and we sketch it here.
Since 9 is � -limited secure,thereareequivalencerelationse ? f and e ? g on the statesof 9 , suchthat properties1
through6 of theprevioussectionhold. Similarly, thereare
equivalencerelationse G f and e G g onthestatesof : . Let� ? V and � ? W bestatesof 9 , let � G V and � G W bestatesof : ,
andlet �2V 5 � � ? V � � G V � and �$W 5 � � ? W � � G W � be statesof
9<;>: formedaspairsof statesof its components.Wedefine
equivalencerelationson thestatesof 9<;>: asfollows:
� �2Vre[fj�$W if f � ? Vre ? f�� ? W and � G Vre G fj� G W
� � V e g � W if f � ? V e ? g � ? W and � G V e G g � G W
The six propertiesnow hold for the interconnectedma-

chine,andweenumeratethecasesof theproof.

1. e f definesclassesof finer granularity than e g be-
causeits componentsdo.

2. An arbitraryclassof e g is partitionedat most � times
by e ? f andat most � timesby e G f , andtherefore,
at most � � timesby e f .

3. An input to 9<;>: is aninput to exactlyoneof its com-
ponents,so the interconnectedmachineis input-total
whenits componentsare.

4. A high-level input affectsexactly oneof the compo-
nentmachines,anddoesnotchangeits low-level state.
Therefore,the low-level stateof theentiremachineis
unchanged.

5. A low-level inputaffectsexactlyoneof thecomponent
machines,andchanginghigh-levelor sharedaspectsof
a statebeforea transitiondoesnot affect thelow-level
stateafter. Therefore,the low-level stateof the entire
machineis unaffected.



6. The two casescorrespondingto output (andinternal)
eventsaresimilar. Thecaseof low-leveleventsis more
difficult, andwill be discussedasan example. Given
that a low-level non-inputevent is possiblefor some
stateof the interconnectedmachine,theeventwill ei-
ther be an output (or internal event) of one machine
or the outputof oneandthe input of the other. With-
out lossof generality, let 9 bethemachinewhich per-
forms the output. 9 individually obeys rule 6 of the
previoussection;therefore,astateof 9 beforethetran-
sition, with different high-level aspects,may require
thatadditionalhigh-leveloutputsbeperformed,but the
low-level stateresultingafter this extendedsequence
of transitionswill be unaffected. Even if someof the
additionalhigh-level outputsfrom 9 arealsoinputsto: they will not affect : ’s low-level state. If : must
acceptthelow-level outputfrom 9 , differencesin : ’s
statebeforethetransitionwill not affect : ’s low-level
stateafter. Thus, the low-level stateof the intercon-
nectedmachinewill alsobeunaffected.

Whatdoesthis theoremmean?It tells usthat thesever-
ity of achannelfor downgradingby acompositemachineis
limited by themaximumseverity of channelson its compo-
nentmachines.We canhookup two leaky machinesto get
a machinewith a (possibly)larger leak, but the combined
leakwon’t bearbitrarily bad.

Superficially, the result appearsquite natural,sincean� -waychoicefor machine9 andan � -way choicefor ma-
chine : represent̂!_&` W � and ^)_a` W � bits respectively, and
^)_a` W � � is theirsum.However, in thefinal analysisit is the
bandwidthsof channelswhich shouldbecompared.

Supposetheaveragetime pertransitionis c andis equal
for 9 and : . If 9 and : have no eventsin common,then
runningthemconcurrentlywill on theaverageexecuteone
transitionon 9 and one on : in time c , and will down-
gradeat most ^)_a` W � � bits. This rate is

� ^)_a` W � � �
d c bits
per second. Could information be downgradedfaster if
themachineswerehookedup? The theoremmerelylimits9<;=: to downgradingat most ^!_&` W � � bits per transition.
If most transitionsexecutedby 9<;>: areconcurrent,then9<;=: might approachthe rate of 2 transitionsper time c .
Thelimiting ratewould thenbe

��� ^)_a` W � � �
d c bits persec-
ond.Thisis doubletheratethatis possiblefor themachines
actingindependently.

This speedup,while allowedby thetheorem,is unlikely
sinceit dependsonmosttransitionshappeningconcurrently
on one or the other machine. Yet theseconcurrenttran-
sitions are preciselythe oneswhich shouldbe limited to
downgradingeither ^!_&` W � or ^)_a` W � bits. It is the events
sharedbetween9 and : which maycompromisê!_&` W � �
bits,but theseeventstaketwiceaslongonaverage.A more
detailedanalysisof therelationbetweenequivalenceclasses
of statesandbandwidthis neededbeforestricter limits on

bandwidthcanbeset.

7 Conclusion

Thepropertyof � -limited securitycomescloserthanits
predecessorsto beingadequateasa securitypolicy for real
MLS systems.Yet it too hasmany inadequacies.

� The fact that different transitionsmay take different
times,andhenceaffect the bandwidthof channels,is
not built into themodel.

� Theruleslimiting transitionsof thestatemachineap-
pearad hoc, andarenot formally derivedfrom a gen-
eraltheoryof informationflow or deducibility.

� The degreeto which a systemis insecureis not mea-
sured, but merely bounded. An � -limited secure
systemis guaranteednot to compromiseinformation
fasterthan somerate, yet it may be that the design
details of a specific � -limited securemachinelimit
its downgradingbandwidthto a muchsmallerratein-
stead. It would be far better to usea framework in
which thesecuritypolicy is characterizedby theworst
ratethatcanactuallyberealizedby thatmachine.

� Thebandwidthof a channelat level
�

mayor maynot
be relatedto the bandwidthof a channelat level

� v ,
and � -limited securitydoesnot necessarilymake this
distinction. For example,a machinethat downgrades
simultaneouslyfrom TOP SECRETto SECRETand
from SECRETto CONFIDENTIAL is leakier thana
machinethat can only do one or the other. Yet ei-
thermachinemaybe,say, 2-limitedsecureatbothSE-
CRETandCONFIDENTIAL.

� Probabilisticconsiderationsarenot included. For ex-
ample,a finite buffer which maybecomeblockedcan
serve as a covert channelto downgradeinformation.
Yet, if the buffer is madeso large that it is unlikely
evento befull, thechannelis not useful.

Theseproblemsrepresentareasof futureresearch.
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